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GENDER DIFFERENCES IN
BEHAVIORAL RED FLAGS

MOST COMMON BEHAVIORAL RED FLAGS IN 
CORRUPTION AND FINANCIAL STATEMENT FRAUD

Behavioral red flags 
associated with the
HIGHEST MEDIAN LOSSES

Behavioral red flags 
associated with the
LONGEST MEDIAN DURATIONS

Excessive pressure 
from within the 

organization

Past legal 
problems

Unusually close 
association with 
vendor/customer

Refusal to take 
vacations

“Wheeler-
dealer” attitude

$532,000

$400,000

$300,000
$250,000 $250,000

Bullying or
intimidation

“Wheeler-
dealer” 
attitude

Control issues, 
unwillingness 

to share 
duties

Refusal 
to take 

vacations

24 MONTHS

21 MONTHS

18 MONTHS 18 MONTHS

These behavioral 
flags tended to
correlate with 
the fraudster’s 
gender.

FEMALE MALE

37% 40%
Living 
beyond
means

15% 7%
Divorce 
or family 
problems

36% 27%Financial 
difficulties

12%
Unusually close 
association 
with vendor/
customer

19%

5%
“Wheeler-
dealer” 
attitude 11%

6%Instability in life 
circumstances 2%

Perpetrators of financial statement 
fraud schemes more commonly FACED 
EXCESSIVE PRESSURE TO PERFORM 
FROM WITHIN the organization.

Financial statement 
fraud cases

All cases

Perpetrators of corruption schemes 
more commonly MAINTAINED AN 
UNUSUALLY CLOSE ASSOCIATION 
WITH A VENDOR/CUSTOMER.

16%

5%

29%Corruption cases

All cases 17%
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  FIG. 58    Perpetrators statistical analysis table

PERPETRATOR

Category Cases 25th percentile Median (50th percentile) 75th percentile Mean*
Number of perpetrators:

One perpetrator 1,050 $12,000 $55,000 $250,000 $696,000
Two perpetrators 373 $35,000 $125,000 $580,000 $1,490,000
Three or more perpetrators 631 $65,000 $324,000 $1,600,000 $2,798,000

Position:
Employee 838 $10,000 $52,000 $305,000 $890,000
Manager 845 $30,000 $125,000 $564,000 $1,183,000
Owner/executive 333 $96,000 $475,000 $3,200,000 $4,198,000

Tenure:
<1 year 212 $10,000 $50,000 $240,000 $674,000
1–5 years 929 $20,000 $100,000 $494,000 $1,042,000
6–10 years 474 $30,000 $138,000 $984,000 $1,870,000
>10 years 439 $32,000 $200,000 $1,100,000 $2,380,000

Department:
Operations 276 $13,000 $100,000 $487,000 $1,378,000
Accounting 259 $36,000 $164,000 $600,000 $1,158,000
Sales 214 $20,000 $110,000 $757,000 $1,006,000
Customer service 210 $13,000 $50,000 $246,000 $581,000
Executive/upper management 192 $90,000 $345,000 $2,650,000 $3,972,000
Administrative support 154 $14,000 $60,000 $250,000 $481,000
Finance 119 $36,000 $200,000 $2,000,000 $3,000,000
Purchasing 116 $36,000 $120,000 $500,000 $1,190,000
Information technology 74 $30,000 $150,000 $600,000 $961,000
Warehousing/inventory 70 $20,000 $117,000 $550,000 $709,000
Facilities and maintenance 64 $10,000 $49,000 $494,000 $1,016,000
Manufacturing and production 61 $28,000 $20,000 $100,000 $2,220,000
Human resources 36 $16,000 $68,000 $425,000 $776,000
Board of directors 28 $100,000 $316,000 $7,000,000 $4,892,000
Marketing/public relations 19 $10,000 $25,000 $500,000 $327,000
Research and development 15 $30,000 $137,000 $400,000 $808,000
Legal 15 $10,000 $35,000 $5,000,000 $3,963,000

Gender:
Male 1444 $25,000 $125,000 $800,000 $1,777,000
Female 577 $15,000 $90,000 $346,000 $726,000

Age:
<26 63 $6,000 $18,000 $108,000 $154,000
26–30 209 $10,000 $44,000 $250,000 $856,000
31–35 292 $15,000 $80,000 $311,000 $834,000
36–40 397 $20,000 $120,000 $500,000 $992,000
41–45 370 $25,000 $128,000 $943,000 $1,467,000
46–50 284 $40,000 $126,000 $884,000 $2,417,000
51–55 163 $50,000 $200,000 $1,000,000 $1,909,000
56–60 97 $45,000 $250,000 $1,500,000 $3,310,000
>60 53 $220,000 $850,000 $1,690,000 $2,358,000

Education level:
High school graduate or less 287 $13,000 $55,000 $350,000 $795,000
Some university 314 $20,000 $100,000 $371,000 $675,000
University degree 724 $27,000 $145,000 $800,000 $1,738,000
Postgraduate degree 234 $50,000 $234,000 $1,527,000 $2,888,000

*Mean amounts were calculated using loss data that was winsorized at 5% (i.e., assigned all cases in the top 2.5% and bottom 2.5% the same value as the 97.5th percentile and 2.5th 
percentile, respectively).

  PERPETRATORS STATISTICAL ANALYSIS  
Most loss amounts presented in this report are median losses, which we use as a proxy for the 
cost of a “typical” fraud. Figure 58 provides a more holistic view of the costs associated with frauds 
committed by various categories of perpetrators, showing quartile and mean loss amounts, as well.
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CASE RESULTS
We asked survey respondents about how the victim organization at the center of their fraud case 
responded to the fraud. The survey included questions on whether and how perpetrators were 
punished internally, whether civil lawsuits or criminal prosecutions were pursued, and how much of 
the assets lost to fraud were recovered by the victim organization. Understanding how organizations 
react to fraud and the success of their recovery efforts can assist other organizations in determining 
the best course of action when they find themselves victimized.

  INTERNAL ACTION TAKEN AGAINST PERPETRATORS 

After a fraud examination has identified the perpetrator(s) involved in the scheme, the first step 
for most organizations is determining what internal punishments are appropriate and necessary. 
Termination is (and has been) the most common punishment, with 68% of perpetrators being 
terminated following the investigation of their fraud (see Figure 59). A small portion of cases result in 
no punishment (4%) or only a written or verbal warning (6%).

  FIG. 59    How do victim organizations punish fraud perpetrators?

Termination Probation or  
suspension

Perpetrator was 
no longer with 
organization

Permitted  
or required 
resignation

Settlement 
agreement

68%

9% 9% 8% 8%

No punishment

4%

Other

6%

Written/verbal 
warning

6%
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INTERNAL PUNISHMENT BY PERPETRATOR POSITION  

Within our survey responses, fraudsters can be found in every position in an organization. Their 
level of authority can affect the extent and impact of the fraud (see Figure 40 on page 53), as well as 
the internal punishments they tend to receive. Owners and executives were terminated in only 52% 
of reported cases, while fraudsters working as managers (68%) and employees (75%) were more 
frequently removed. Similarly, owners and executives received no internal punishment for the fraud 
they perpetrated in 12% of cases, while managers and employees received no punishment more 
rarely (2% each).

  FIG. 60    How often are perpetrators in different positions terminated following a fraud?

Owners/
executives

52%

Managers

68%

Employees

75%

  FIG. 61    How often do perpetrators in different positions receive no punishment following a fraud?

Owners/
executives

12%

Managers

2%

Employees

2%
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  LITIGATION AGAINST PERPETRATORS 

Along with internal punishments, many organizations decide to pursue legal action against 
fraudsters. Private civil lawsuits and criminal referrals to law enforcement are the primary vehicles 
organizations use to pursue recoveries and punish fraudulent acts. We asked survey respondents 
whether the organizations victimized by fraud filed a civil lawsuit against the perpetrator and how the 
lawsuit concluded. Organizations filed civil lawsuits in only 25% of reported fraud cases, though the 
suits that were filed were successful, either through a settlement or a judgment for the victim, in 82% 
of cases (see Figures 62 and 63).

  FIG. 62    Did the organization file a civil 
lawsuit against the perpetrator(s)?

Filed civil 
suit

Did not file 
civil suit

25%

75%

  FIG. 63    What were the results of the civil lawsuits?

Settled Judgment for 
victim

Judgment for 
perpetrator

39% 43%

13%

CRIMINAL REFERRALS

Fraud is a crime prosecuted by the government, but it’s up to organizations to decide whether to 
refer cases they investigate internally to law enforcement. We asked survey respondents whether the 
victim organizations in their cases made a criminal referral, whether prosecution was pursued, and 
whether the prosecution was successful. Overall, organizations were much more willing to refer fraud 
cases for criminal prosecution compared to pursuing their own civil actions, with 54% of respondents 
reporting that the case was sent to law enforcement. Fraud prosecutions were generally successful, 
with 48% of defendants pleading guilty or no contest, 24% of defendants convicted at trial, and 
only 2% of defendants acquitted at trial. Most cases were pursued by law enforcement after being 
referred, with only 14% of respondents reporting that prosecutors declined to pursue the case.

  FIG. 64    Was the case referred to law 
enforcement?

Not referred Referred to law 
enforcement

46%
54%

  FIG. 65    What were the results of the criminal referrals?

Convicted  
at trial

Pleaded guilty/ 
no contest

Declined to 
prosecute

24%
14%

Acquitted

2%

48%

5%

12%

Other

Other
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REASONS FOR NOT REFERRING CASES TO LAW ENFORCEMENT  

Not all fraud cases are referred to law enforcement for further investigation and prosecution. 
To better understand the decision-making of the 46% of organizations who did not refer to law 
enforcement, we asked survey respondents which of the reasons included in the chart below applied 
to their fraud case. As shown in Figure 66, the most common response was that internal discipline 
was deemed sufficient punishment of the perpetrator (51%), followed by the fear of bad publicity 
(35%) and private settlements being reached (20%).

Internal discipline sufficient

Fear of bad publicity

Private settlement

Too costly

Lack of evidence

Other

Civil suit

Perpetrator disappeared

51%

19%

20%

9%

1%

35%

9%

9%

                      REFERRALS TO LAW ENFORCEMENT  

Referrals to law enforcement are at an all-time low, decreasing from  
69% OF CASES TO 54% OVER THE LAST 10 EDITIONS OF THIS STUDY.

69

64
65

61
59 58 59 58

57
54

2008 2010 2012 2014 2016 2018 2020 2022 2024 2026

50%

70%

60%

Cases referred to law enforcement

  FIG. 66    Why do organizations decline to refer cases to law enforcement?
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  RECOVERING FRAUD LOSSES 

Organizations must weigh the benefits of internal punishments, costly legal actions, and settlement 
agreements against the potential for recovering assets lost to fraud. The results of our current 
survey and surveys past show an unfortunate trend of organizations failing to recover any fraud 
losses. As Figure 67 shows, 56% of the organizations in our study were unable to recover anything 
following the fraud. While 29% of organizations managed a partial recovery, only a small portion of 
respondents (15%) reported a full recovery for the victim organization.

  FIG. 67    How successful were organizations at recovering losses from fraud?

Recovered
nothing

56%

Made a partial
recovery

29%

Recovered
all losses

15%
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  FINES  

Organizations victimized by fraud might be fined or penalized by regulators in their jurisdiction 
due to the fraud uncovering or resulting from a compliance failure. We asked survey respondents 
whether the victim organization in their case had received such a fine and analyzed the results by 
scheme and the type of organization. This information can be helpful for organizations to understand 
how occupational fraud might result in a finding of noncompliance and help them make decisions 
concerning their internal compliance initiatives. 

As shown in Figure 68, 11% of organizations victimized by asset misappropriation schemes received 
a fine. Comparatively, in cases of financial statement fraud, 22% of victim organizations reported 
receiving a fine. As shown in Figure 69, government agencies reported receiving fines most 
frequently (13%), while publicly traded companies received fines in the smallest percentage of  
cases (7%).

  FIG. 68    How did the type of scheme affect the frequency of fines incurred by victim organizations?

Asset 
misappropriation

Financial 
statement 

fraud

22%

Corruption

14%
11%

  FIG. 69    What organization types are fined most frequently?

Nonprofit

13%

Private 
company

11%

Public 
company

7%

Government

13%
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METHODOLOGY
Occupational Fraud 2026: A Report to the Nations is based on the results of the ACFE 2025 Global 
Fraud Survey, an online survey open to Certified Fraud Examiners and conducted from July to 
September 2025. As part of the survey, respondents were asked to provide a narrative description 
of the single largest occupational fraud case they had investigated between January 2024 and 
September 2025. Respondents were then presented with questions regarding the details of the 
fraud case, including information about the perpetrator, the victim organization, and the methods 
of fraud employed, as well as fraud trends in general. (Respondents were not asked to identify the 
perpetrator or the victim.)

We received 10,276 total responses to the survey, 2,402 of which were usable for purposes of the 
report. The data contained herein is based solely on the information provided in these 2,402 survey 
responses.

Cases submitted were required to meet the following four criteria:

1. �The case must have involved occupational fraud (i.e., fraud committed by a person against
the organization for which they work).

2. The investigation must have occurred between January 2024 and September 2025.

3. The investigation must have been completed.

4. The respondent must have been reasonably sure the perpetrator(s) was (were) identified.

from2,402
CASES

143
COUNTRIES and 
TERRITORIES

$3.4 BILLION
Causing total losses of more than

    OUR STUDY COVERED 
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  ANALYSIS METHODOLOGY  

PERCENTAGES

The percentages discussed throughout this report were calculated by using the total number of 
complete and relevant responses for the question being analyzed. Specifically, we excluded any 
blank responses or instances where the participant indicated that they did not know the answer to a 
question. Consequently, the total number of cases included in each analysis varies.

In addition, it is important to understand that several survey questions allowed participants to select 
more than one answer. Therefore, the sum of percentages in many figures throughout the report 
exceeds 100%.

LOSS AMOUNTS

All loss amounts are expressed in terms of U.S. dollars, which is how respondents were asked to 
report this information in the Global Fraud Survey.

Unless otherwise indicated, all loss amounts discussed throughout the report are calculated using 
median loss rather than mean, or average, loss. Using median loss provides a more conservative—
and, we believe, more accurate—picture of the typical impact of occupational fraud schemes. The 
statistical appendix featured at the end of each section provides a more holistic view of the losses 
in our study, reflecting quartiles and average loss amounts for numerous categories explored 
throughout the report.

To normalize the loss amounts reported and ensure that cases with extremely large losses were 
not identifiable, all average and total loss amounts reported were calculated using loss data that 
was winsorized at 5% (i.e., all cases in the top 2.5% and bottom 2.5% were assigned the same value 
as the 97.5th percentile and 2.5th percentile, respectively). Additionally, we excluded median and 
average loss calculations for categories for which there were fewer than ten responses.

Because the direct losses caused by financial statement frauds are typically spread among numerous 
stakeholders, obtaining an accurate estimate for this amount is extremely difficult. Consequently, 
for schemes involving financial statement fraud, we asked survey participants to provide the gross 
amount of the financial statement misstatement (over- or understatement) involved in the scheme. 
All losses reported for financial statement frauds throughout this report are based on those reported 
amounts.

9/14/2026 Audit Committee Meeting 7b Attachment 1, Page 80 of 108

123



81Occupational Fraud 2026: A Report to the Nations  |  METHODOLOGY

  SURVEY PARTICIPANTS 

Respondents provided professional and career information about their experiences and qualifications 
that gave context for the survey responses. This assists in understanding who investigates cases of 
occupational fraud.

PRIMARY OCCUPATION

Over two-thirds of survey respondents cited fraud examiner/investigator (39%), internal auditor (22%), 
or accounting/finance professional (7%) as their primary profession.

  FIG. 70    What was the primary occupation of survey participants?

39%Fraud examiner/investigator

7%Accounting/finance professional

6%Law enforcement

6%Compliance and ethics professional

2%External/independent auditor

5%Risk and controls professional

2%Corporate security and  
loss prevention

<1%Bank examiner

3%Other

1%Attorney/legal professional

<1%Educator

3%Consultant

<1%Private investigator

<1%IT/computer forensics specialist

22%Internal auditor
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NATURE OF FRAUD EXAMINATION ROLE

Many survey participants are employed as in-house examiners (59%) at a single organization and 
conduct fraud-related engagements for their employer. Nearly one-quarter of participants work for 
a firm that offers professional services such as conducting fraud-related engagements for client 
organizations. Another 17% of participants identify as employees of law enforcement agencies and 
conduct fraud investigations of other parties under their agency’s authority.

  FIG. 71    What was the professional role of the survey participants?

In-house
examiner

59%

Professional
services firm

22%

Law
enforcement

17%2% 
Other
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PROFESSIONAL EXPERIENCE

The CFEs who participated in the Global Fraud Survey had a median 12 years’ experience examining 
fraud, with 33% having more than 15 years of experience.

  FIG. 72    How much fraud examination experience did survey participants have?

18%≤5 years

20%11–15 years

15%16–20 years

18%>20 years

29%6–10 years

Over one-third of participants have investigated more than 16 cases of fraud in the past two years 
(see Figure 73).

  FIG. 73    How many fraud cases have survey participants investigated in the past two years?

6–10 cases

17%

11–15 cases

7%

16–20 cases

6%

>20 cases

29%

≤5 cases

41%
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ASIA-PACIFIC
REGIONAL FOCUS

MEDIAN LOSS: 

$150,000

7% 
of cases

143
CASES

  FIG. 74    What are the most common occupational 
fraud schemes in the Asia-Pacific region?

Corruption

Expense  
reimbursements

Billing

Financial 
statement fraud

Cash on hand

Check and payment  
tampering

Payroll

Cash larceny

Skimming

Register 
disbursements

Noncash

61%

24%

16%

15%

10%

7%

7%

5%

6%

4%

3%

  FIG. 75    How is occupational fraud initially detected 
in the Asia-Pacific region?

0%External audit

Tip 52%

Internal audit 13%

Management review 12%

Other 5%
Notification by law 

enforcement 5%
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  FIG. 76    What anti-fraud controls are the most 
common in the Asia-Pacific region?

Control Percent of cases
Code of conduct 87%

External audit of financial statements 85%

Internal audit department 83%

Management certification of financial statements 81%

Hotline 78%

Management review 76%

Independent audit committee 72%

External audit of internal controls over financial reporting 71%

Fraud training for employees 69%

Anti-fraud policy 67%

Fraud training for managers/executives 67%

Employee support programs 61%

Dedicated fraud department, function, or team 54%

Formal fraud risk assessments 49%

Proactive data monitoring/analysis 45%

Surprise audits 34%

Job rotation/mandatory vacation 18%

Rewards for whistleblowers 8%

Employee Manager Owner/
executive

  FIG. 77    How does the perpetrator’s level of authority 
relate to occupational fraud in the Asia-Pacific region?

$200,000

$250,000

$35,000

28%

39%

31%

Median loss

Percent of cases

  FIG. 78    How successful were organizations in the
Asia-Pacific region at recovering losses from fraud?

Recovered
nothing

Recovered
all losses

Made a
partial 

recovery

22%

66%

12%

  FIG. 79    Cases by country/territory in the Asia-Pacific 
region:

Country or territory Number of Cases
Australia 25

Cambodia 2

China 21

Fiji 2

Guam 2

Hong Kong 6

Indonesia 20

Japan 1

Korea, Republic 5

Laos 1

Macao 1

Malaysia 17

Mongolia 2

New Zealand 6

Philippines 13

Singapore 3

Taiwan 4

Thailand 5

Vietnam 7

TOTAL CASES 143
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REGIONAL FOCUS

MEDIAN LOSS: 

$170,000

4% 
of cases

72
CASES

EASTERN EUROPE AND WESTERN/
CENTRAL ASIA

  FIG. 80    What are the most common occupational 
fraud schemes in Eastern Europe and Western/Central 
Asia?
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  FIG. 81    How is occupational fraud initially detected 
in the Eastern Europe and Western/Central Asia?

51%Tip

7%Management review

1%Other

3%Notification by law 
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  FIG. 82    What anti-fraud controls are the most 
common in Eastern Europe and Western/Central Asia?

Control Percent of cases
Code of conduct 91%

Internal audit department 90%

External audit of financial statements 89%

Hotline 84%

Management review 80%

Fraud training for employees 77%

Fraud training for managers/executives 75%

Anti-fraud policy 74%

External audit of internal controls over financial reporting 74%

Management certification of financial statements 74%

Independent audit committee 72%

Dedicated fraud department, function, or team 66%

Formal fraud risk assessments 58%

Proactive data monitoring/analysis 56%

Surprise audits 54%

Employee support programs 43%

Job rotation/mandatory vacation 32%

Rewards for whistleblowers 11%

  FIG. 83    How does the perpetrator’s level of 
authority relate to occupational fraud in Eastern Europe 
and Western/Central Asia?

Employee Manager Owner/
executive

$45,000

$200,000

$309,000
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  FIG. 84    How successful were organizations in 
Eastern Europe and Western/Central Asia at recovering 
losses from fraud?

Recovered
nothing

Recovered
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Made a
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recovery

35%42%
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  FIG. 85    Cases by country/territory in Eastern Europe 
and Western/Central Asia:

Country or territory Number of Cases
Azerbaijan 3

Bosnia and Herzegovina 1

Bulgaria 3

Croatia 3

Czech Republic 3

Hungary 5

Kazakhstan 6

Kosovo 2

Macedonia, Republic of North 1

Other/unknown 1

Poland 12

Romania 4

Russian Federation 2

Serbia 5

Slovakia 2

Slovenia 3

Turkey 8

Ukraine 6

Uzbekistan 2

TOTAL CASES 72
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LATIN AMERICA AND  
THE CARIBBEAN

REGIONAL FOCUS

MEDIAN LOSS: 

$200,000

5% 
of cases

108
CASES

  FIG. 86    What are the most common occupational 
fraud schemes in Latin America and the Caribbean?
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  FIG. 87    How is occupational fraud initially detected 
in Latin America and the Caribbean?
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  FIG. 88    What anti-fraud controls are the most 
common in Latin America and the Caribbean?

Control Percent of cases
Code of conduct 92%

External audit of financial statements 88%

Internal audit department 87%

Hotline 78%

Independent audit committee 76%

Management certification of financial statements 72%

Management review 68%

Fraud training for employees 67%

Anti-fraud policy 66%

External audit of internal controls over financial reporting 64%

Fraud training for managers/executives 64%

Employee support programs 56%

Dedicated fraud department, function, or team 51%

Proactive data monitoring/analysis 46%

Formal fraud risk assessments 45%

Surprise audits 42%

Job rotation/mandatory vacation 22%

Rewards for whistleblowers 8%

  FIG. 89    How does the perpetrator’s level of authority 
relate to occupational fraud in Latin America and the 
Caribbean?
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  FIG. 90    How successful were organizations in Latin 
America and the Caribbean at recovering losses from 
fraud?
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  FIG. 91    Cases by country/territory in Latin America 
and the Caribbean:

Country or territory Number of Cases
Argentina 2

Bahamas 4

Barbados 1

Belize 1

Bolivia 1

Brazil 18

Cayman Islands 1

Chile 5

Colombia 11

Costa Rica 2

Curaçao 2

Dominican Republic 1

Ecuador 1

El Salvador 1

Guyana 1

Honduras 2

Jamaica 1

Mexico 37

Other/unknown 2

Panama 1

Paraguay 1

Peru 5

Puerto Rico 2

Suriname 1

Trinidad and Tobago 3

Uruguay 1

TOTAL CASES 108
*Median loss calculations omitted for categories 
with fewer than ten cases.
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MIDDLE EAST AND  
NORTH AFRICA

REGIONAL FOCUS

MEDIAN LOSS: 

$123,000
143
CASES

7% 
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  FIG. 92    What are the most common occupational 
fraud schemes in Middle East and North Africa?

Corruption 59%

Noncash 31%

Billing 15%

Cash on hand 15%

Cash larceny 12%

Skimming 10%
Expense  

reimbursements 10%
Financial 

statement fraud 8%
Check and payment  

tampering 7%

Payroll 7%
Register 

disbursements 3%

  FIG. 93    How is occupational fraud initially detected 
in Middle East and North Africa?
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  FIG. 94    What anti-fraud controls are the most 
common in the Middle East and North Africa?

Control Percent of cases
Code of conduct 89%

External audit of financial statements 88%

Internal audit department 85%

Management certification of financial statements 78%

Management review 76%

External audit of internal controls over financial reporting 75%

Hotline 70%

Independent audit committee 69%

Fraud training for managers/executives 65%

Anti-fraud policy 64%

Fraud training for employees 64%

Formal fraud risk assessments 50%

Proactive data monitoring/analysis 49%

Dedicated fraud department, function, or team 48%

Surprise audits 47%

Employee support programs 42%

Job rotation/mandatory vacation 28%

Rewards for whistleblowers 18%

  FIG. 95    How does the perpetrator’s level of 
authority relate to occupational fraud in the Middle East 
and North Africa?
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  FIG. 96    How successful were organizations in the 
Middle East and North Africa at recovering losses from 
fraud?
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  FIG. 97    Cases by country/territory in the Middle East 
and North Africa:

Country or territory Number of Cases
Algeria 1

Bahrain 2

Cyprus 2

Egypt 12

Iraq 6

Jordan 7

Kuwait 3

Lebanon 1

Libya 2

Malta 2

Morocco 2

Oman 2

Palestine 1

Qatar 7

Saudi Arabia 32

Tunisia 2

United Arab Emirates 58

Yemen 1

TOTAL CASES 143
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SOUTHERN ASIA
REGIONAL FOCUS

MEDIAN LOSS: 

$100,000
145
CASES

7% 
of cases

  FIG. 98    What are the most common occupational 
fraud schemes in Southern Asia?

Corruption 67%
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  FIG. 99    How is occupational fraud initially detected 
in Southern Asia?
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  FIG. 100    What anti-fraud controls are the most 
common in Southern Asia?

Control Percent of cases
Internal audit department 95%

Management certification of financial statements 95%

Code of conduct 93%

External audit of financial statements 91%

External audit of internal controls over financial reporting 89%

Independent audit committee 88%

Management review 87%

Hotline 80%

Fraud training for managers/executives 74%

Fraud training for employees 72%

Anti-fraud policy 71%

Employee support programs 68%

Formal fraud risk assessments 60%

Dedicated fraud department, function, or team 60%

Surprise audits 60%

Proactive data monitoring/analysis 52%

Job rotation/mandatory vacation 35%

Rewards for whistleblowers 19%

  FIG. 101    How does the perpetrator’s level of 
authority relate to occupational fraud in Southern Asia?
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  FIG. 102    How successful were organizations in 
Southern Asia at recovering losses from fraud?
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  FIG. 103    Cases by country/territory in Southern Asia:

Country or territory Number of Cases
Afghanistan 5

Bangladesh 5

India 122

Maldives 1

Pakistan 7

Sri Lanka 5

TOTAL CASES 145
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SUB-SAHARAN AFRICA
REGIONAL FOCUS

MEDIAN LOSS: 

$97,000
397
CASES

19% 
of cases

  FIG. 104    What are the most common occupational 
fraud schemes in Sub-Saharan Africa?
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  FIG. 105    How is occupational fraud initially detected 
in Sub-Saharan Africa?
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  FIG. 106    What anti-fraud controls are the most 
common in Sub-Saharan Africa?

Control Percent of cases
Code of conduct 91%

Internal audit department 89%

External audit of financial statements 88%

Management certification of financial statements 83%

External audit of internal controls over financial reporting 78%

Management review 76%

Independent audit committee 76%

Hotline 74%

Fraud training for employees 69%

Anti-fraud policy 68%

Fraud training for managers/executives 66%

Dedicated fraud department, function, or team 58%

Employee support programs 58%

Formal fraud risk assessments 57%

Surprise audits 51%

Proactive data monitoring/analysis 46%

Job rotation/mandatory vacation 29%

Rewards for whistleblowers 18%

  FIG. 107    How does the perpetrator’s level of 
authority relate to occupational fraud in Sub-Saharan 
Africa?
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  FIG. 108    How successful were organizations in Sub-
Saharan Africa at recovering losses from fraud?
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  FIG. 109    Cases by country/territory in Sub-Saharan 
Africa:

Country or territory Number of Cases
Botswana 10
Burkina Faso 2
Burundi 2
Cameroon 5
Central African Republic 1
Chad 1
Comoros 2
Congo 1
Congo, Democratic Republic of the 9
Cote dʼIvoire 7
Eswatini (formerly Swaziland) 2
Ethiopia 1
Gambia (The) 2
Ghana 16
Guinea 1
Kenya 33
Liberia 8
Madagascar 3
Malawi 7
Mali 4
Mozambique 5
Namibia 4
Nigeria 64
Other/unknown 1
Rwanda 2
Senegal 1
Seychelles 1
Sierra Leone 2
Somalia 7
South Africa 123
South Sudan 3
Sudan 1
Tanzania, United Republic of 12
Togo 1
Uganda 19
Zambia 8
Zimbabwe 26
TOTAL CASES 397

9/14/2026 Audit Committee Meeting 7b Attachment 1, Page 95 of 1089/14/2026 Audit Committee Meeting

138



96 REGIONAL FOCUS | UNITED STATES AND CANADA |  Occupational Fraud 2026: A Report to the Nations

UNITED STATES 
AND CANADA 

REGIONAL FOCUS

MEDIAN LOSS: 

$110,000
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43% 
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  FIG. 110    What are the most common occupational 
fraud schemes in the United States and Canada?
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  FIG. 111    How is occupational fraud initially detected 
in the United States and Canada?
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  FIG. 112    What anti-fraud controls are the most 
common in the United States and Canada?

Control Percent of cases
Code of conduct 83%

External audit of financial statements 74%

Employee support programs 71%

Internal audit department 70%

Management certification of financial statements 69%

Hotline 66%

External audit of internal controls over financial reporting 66%

Management review 64%

Fraud training for employees 63%

Fraud training for managers/executives 63%

Anti-fraud policy 60%

Independent audit committee 59%

Dedicated fraud department, function, or team 52%

Proactive data monitoring/analysis 49%

Formal fraud risk assessments 48%

Surprise audits 39%

Job rotation/mandatory vacation 24%

Rewards for whistleblowers 12%

  FIG. 113    How does the perpetrator’s level of 
authority relate to occupational fraud in the United 
States and Canada?
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  FIG. 114    How successful were organizations in the 
United States and Canada at recovering losses from 
fraud?
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  FIG. 115    Cases by country/territory in the United 
States and Canada:

Country or territory Number of Cases
Canada 97

United States 779

TOTAL CASES 876

9/14/2026 Audit Committee Meeting 7b Attachment 1, Page 97 of 108Attachment 1, Page 97 of 108

140



98 REGIONAL FOCUS | WESTERN EUROPE  |  Occupational Fraud 2026: A Report to the Nations

WESTERN EUROPE
REGIONAL FOCUS
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  FIG. 116    What are the most common occupational 
fraud schemes in Western Europe?
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  FIG. 117    How is occupational fraud initially detected 
in Western Europe?
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  FIG. 118    What anti-fraud controls are the most 
common in Western Europe?

Control Percent of cases
Code of conduct 93%

External audit of financial statements 88%

Management certification of financial statements 82%

Internal audit department 80%

Hotline 78%

External audit of internal controls over financial reporting 77%

Independent audit committee 76%

Management review 76%

Fraud training for managers/executives 70%

Fraud training for employees 69%

Anti-fraud policy 65%

Employee support programs 60%

Proactive data monitoring/analysis 52%

Dedicated fraud department, function, or team 49%

Formal fraud risk assessments 46%

Surprise audits 43%

Job rotation/mandatory vacation 35%

Rewards for whistleblowers 10%

  FIG. 119    How does the perpetrator’s level of 
authority relate to occupational fraud in Western 
Europe?
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  FIG. 120    How successful were organizations in 
Western Europe at recovering losses from fraud?
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  FIG. 121    Cases by country/territory in Western 
Europe:

Country or territory Number of Cases
Austria 8

Belgium 6

Denmark 2

Finland 1

France 13

Germany 25

Greece 26

Ireland 4

Italy 15

Luxembourg 2

Netherlands 10

Portugal 1

Spain 7

Sweden 2

Switzerland 13

United Kingdom 26

TOTAL CASES 161
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FRAUD PREVENTION CHECKLIST
Preventing fraud from occurring in the first place is the most cost-effective way to limit fraud losses. 
This checklist is designed to help organizations test the effectiveness of their fraud prevention 
measures. Additional guidance, resources, and tools for managing organizational fraud risk can be 
found at ACFE.com/FraudRiskTools.

	☐ Has it been made clear to employees 
that reports of suspicious activity will be 
promptly and thoroughly evaluated?

	☐ Do reporting policies and mechanisms 
extend to vendors, customers, and other 
outside parties?

	☐ Do reporting mechanisms include 
multilingual capabilities and provide 
access to a trained interviewer 24 hours a 
day, 7 days a week?

3.	 To increase employees’ perception of 
detection, are the following proactive 
measures taken and publicized to 
employees?

	☐ Is possible fraudulent conduct 
aggressively and proactively sought 
out, rather than dealt with passively or 
reactively?

	☐ Are surprise fraud audits performed in 
addition to regularly scheduled audits?

	☐ Are data analytics techniques used 
to proactively search for fraud and, 
if so, has the use of such techniques 
been communicated throughout the 
organization?

	☐ Do managers actively review the controls, 
processes, accounts, or transactions under 
their purview for adherence to company 
policies and expectations?

1.	 Is ongoing anti-fraud training provided to all 
employees of the organization?

	☐ Do employees understand what does and 
does not constitute fraud?

	☐ Have the costs of fraud to the company 
and everyone in it—including lost profits, 
adverse publicity, potential job loss, and 
decreased morale and productivity—been 
made clear to all employees?

	☐ Do employees know where to seek 
advice when faced with uncertain ethical 
decisions, and do they believe that they 
can speak freely?

	☐ Has a policy of zero tolerance for fraud 
been communicated to employees 
through words and actions?

2.	 Is an effective fraud reporting mechanism 
in place?

	☐ Have employees been taught how to 
communicate concerns about known or 
potential wrongdoing?

	☐ Are one or more reporting channels (e.g., 
a third-party hotline, dedicated email 
inbox, or web-based form) available to 
employees?

	☐ Are whistleblower resources maintained 
and accessible to all employees?

	☐ Do employees trust that they can report 
suspicious activity anonymously and/or 
confidentially (where legally permissible) 
and without fear of reprisal?
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4. Is the management climate/tone at the top
one of honesty and integrity?

☐ Are employees periodically surveyed to
determine the extent to which they believe
management acts with honesty and
integrity?

☐ Are performance goals realistic and clearly
communicated?

☐ Have fraud prevention goals been
incorporated into the performance
measures that are used to evaluate
managers and to determine performance-
related compensation?

☐ Has the organization established,
implemented, and tested a process for
oversight of fraud risks by the board
of directors or others charged with
governance (e.g., the audit committee)?

5. Are fraud risk assessments performed
to proactively identify and mitigate the
company’s vulnerabilities to internal and
external fraud?

☐ Are fraud risk assessments updated
regularly (e.g., annually), as well as
following times of notable organizational
or environmental changes?

☐ Are the results of the fraud risk
assessment shared with appropriate levels
of management and used to update the
organization’s anti-fraud program and
controls?

6. Are strong anti-fraud controls in place
and operating effectively, including the
following?

☐ Proper separation of duties

☐ Use of authorizations

☐ Physical safeguards

☐ Job rotations

☐ Mandatory vacations

7. Does the internal audit department, if
one exists, have adequate resources and
authority to operate effectively and without
undue influence from senior management?

8. Does the hiring policy include the following
(where permitted by law)?

☐ Past employment verification

☐ Criminal and civil background checks

☐ Credit checks

☐ Drug screening

☐ Education verification

☐ References checks

9. Are employee support programs in place to
assist employees struggling with addiction,
mental/emotional health, family, or financial
problems?

10. Is an open-door policy in place that allows
employees to speak freely about pressures,
providing management the opportunity
to alleviate such pressures before they
become acute?

11. Are regular, anonymous surveys conducted
to assess employee morale?
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GLOSSARY OF TERMINOLOGY
Asset misappropriation: A scheme in which an employee 
steals or misuses the employing organization’s resources 
(e.g., theft of company cash, false billing schemes, or 
inflated expense reports)

Billing scheme: A fraudulent disbursement scheme in which 
a person causes their employer to issue a payment by 
submitting invoices for fictitious goods or services, inflated 
invoices, or invoices for personal purchases (e.g., employee 
creates a shell company and bills employer for services not 
actually rendered; employee purchases personal items and 
submits an invoice to employer for payment)

Cash larceny: A scheme in which an incoming payment is 
stolen from an organization after it has been recorded on 
the organization’s books and records (e.g., employee steals 
cash and checks from daily receipts before they can be 
deposited in the bank)

Cash-on-hand misappropriation: A scheme in which the 
perpetrator misappropriates cash kept on hand at the victim 
organization’s premises (e.g., employee steals cash from a 
company vault)

Check or payment tampering scheme: A fraudulent 
disbursement scheme in which a person steals their 
employer’s funds by intercepting, forging, or altering 
a check or electronic payment drawn on one of the 
organization’s bank accounts (e.g., employee steals blank 
company checks and makes them out to themself or an 
accomplice; employee re-routes an outgoing electronic 
payment to a vendor to be deposited into their own bank 
account)

Collusion: Agreement or consent of two or more parties to 
commit a fraud scheme against a victim organization (e.g., 
employee agrees to inform a bidder of what criteria will win 
a contract up for bid) 

Corruption: A scheme in which an employee misuses their 
influence in a business transaction in a way that violates 
their duty to the employer in order to gain a direct or 
indirect benefit (e.g., schemes involving bribery or conflicts 
of interest)

Employee support programs: Programs that provide 
assistance to employees dealing with personal issues or 
challenges, such as counseling services for drug, family, or 
financial problems

Expense reimbursements scheme: A fraudulent 
disbursement scheme in which an employee makes a claim 
for reimbursement of fictitious or inflated business expenses 
(e.g., employee files fraudulent expense report, claiming 
personal travel, nonexistent meals)

Financial statement fraud: A scheme in which an employee 
intentionally causes a misstatement or omission of material 
information in the organization’s financial reports (e.g., 
recording fictitious revenues, understating reported 
expenses, or artificially inflating reported assets)

Fraudulent disbursement scheme: A scheme in which 
an employee makes a distribution of organizational funds 
or manipulates a disbursement/payment function for a 
dishonest purpose (e.g., submitting false invoices for 
payment, altering time cards, or making personal purchases 
with company funds)

Hotline: A mechanism to report fraud or other violations, 
whether managed internally or by an external party. This 
might include telephone and text hotlines, dedicated email 
addresses, web-based platforms, and other mechanisms 
established to facilitate fraud reporting.

Management review: The process of management 
reviewing organizational controls, processes, accounts, 
or transactions for adherence to company policies and 
expectations

Noncash misappropriation: Any scheme in which an 
employee steals or misuses noncash assets of the victim 
organization (e.g., employee steals inventory from a 
warehouse or storeroom; employee steals or misuses 
confidential customer information)

Occupational fraud: The use of one’s occupation for 
personal enrichment through the deliberate misuse or 
misapplication of the employing organization’s resources or 
assets 

Payroll scheme: A fraudulent disbursement scheme in 
which an employee causes their employer to issue a 
payment by making false claims for compensation (e.g., 
employee claims overtime for hours not worked; employee 
adds ghost employees to the payroll)

Primary perpetrator: The person who worked for the victim 
organization and who was reasonably confirmed as the 
primary culprit in the case

Register disbursements scheme: A fraudulent 
disbursement scheme in which an employee makes false 
entries on a cash register to conceal the fraudulent removal 
of cash (e.g., employee fraudulently voids a sale on a cash 
register and steals the cash)

Skimming: A scheme in which an incoming payment is 
stolen from an organization before it is recorded on the 
organization’s books and records (e.g., employee accepts 
payment from a customer but does not record the sale and 
instead pockets the money)
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ABOUT THE ACFE
Founded in 1988 by Dr. Joseph T. Wells, CFE, CPA, the Association 
of Certified Fraud Examiners (ACFE) is the world’s largest anti-
fraud organization and premier provider of anti-fraud training and 
education. Together with more than 95,000 members, the ACFE is 
reducing business fraud worldwide and inspiring public confidence 
in the integrity and objectivity within the profession.

The ACFE unites and supports the global anti-fraud community by 
providing educational tools and practical solutions for professionals 
through events, publications, networking, and educational materials 
for colleges and universities.

CERTIFIED FRAUD EXAMINERS
The ACFE offers its members the opportunity for professional certification with the Certified Fraud 
Examiner (CFE) credential. The CFE is preferred by businesses and government entities around the 
world, and indicates expertise in fraud prevention and detection. CFEs are anti-fraud experts who 
have demonstrated knowledge in three critical areas: Fraud Schemes and Financial Crimes, Fraud 
Investigations and Legal Issues, and Fraud Prevention and Deterrence.

MEMBERSHIP
Members of the ACFE include accountants, internal auditors, fraud investigators, law enforcement 
officers, lawyers, business leaders, risk/compliance professionals, and educators, all of whom 
have access to expert training, educational tools, and resources. Whether their career is focused 
exclusively on preventing and detecting fraudulent activities or they just want to learn more about 
fraud, the ACFE provides anti-fraud professionals with the essential
tools and resources necessary to accomplish their objectives.

To learn more, visit ACFE.com or call (800) 245-3321 / +1 (512) 478-9000.

CONTACT
Association of Certified Fraud Examiners
Global Headquarters
716 West Ave  |  Austin, TX 78701-2727  |  USA
T: (800) 245-3321  |  +1 (512) 478-9000
E: Info@ACFE.com  |  ACFE.com 

TERMS OF USE
Occupational Fraud 2026: A Report to the Nations is available for use free of charge as a public service of the ACFE. You may download, copy and/or distribute the report for 
personal or business use on the following conditions:

1. No portion of Occupational Fraud 2026: A Report to the Nations may be sold or otherwise licensed, shared or transferred to any party for a fee, or included in any 
work that is to be sold, licensed, shared or transferred to any party for a fee, without the express written consent of the ACFE. The foregoing notwithstanding, you 
are permitted to use the report as part of a speech or presentation for which an admission fee is charged.

2. Occupational Fraud 2026: A Report to the Nations must be properly attributed to the ACFE, including the name of the publication. An example of proper attribution 
is: “Occupational Fraud 2026: A Report to the Nations. Copyright 2026 by the Association of Certified Fraud Examiners, Inc.”

 Facebook        X           LinkedIn      Instagram       YouTube
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In 1992 the Committee of Sponsoring Organizations of 
the Treadway Commission (COSO) released its Internal 
Control — Integrated Framework (the original framework). 
The original framework gained broad acceptance and was 
widely recognized as a  leading framework for designing, 
implementing, and conducting internal control and 
assessing the effectiveness of internal control.

COSO revised the original framework in 2013 (COSO 2013 IC 
Framework). The COSO 2013 IC Framework incorporated 17 
principles. These 17 principles are associated with the five 
internal control components, and provide clarity for the user 
in designing and implementing systems of internal control 
and for understanding requirements for effective internal 
control. COSO makes clear that for a system of internal 
control to be effective, each of the 17 principles is present, 
functioning, and operating together in an integrated manner.  
One important principle focused on fraud risk.

The Fraud Risk Management Guide, originally published in 
2016, was intended to be supportive of and consistent with 
the COSO 2013 IC Framework and to serve as guidance for  
organizations to follow in addressing this specific fraud risk 
assessment principle.

However, fraud is not static. Accordingly, COSO and ACFE 
initiated an update process that included reaching out to a 
broad range of users for recommendations on where the 
Fraud Risk Management Guide could be improved, and 
assembled a team to take a refreshed look at the Guide and 
assess how and where it should be updated.

Performing periodic fraud risk assessments is an important 
element of good governance. Additionally, it is also a COSO 
2013 IC Framework requirement.

For organizations desiring a more comprehensive approach 
to managing fraud risk, the Fraud Risk Management Guide 
includes the information needed to perform a fraud risk 
assessment, as well as  guidance on establishing an overall 
Fraud Risk Management Program including:

• Establishing fraud risk governance policies

• Performing a fraud risk assessment

• Designing and deploying fraud preventive and detective
control activities

• Conducting investigations, and

• Monitoring and evaluating the total Fraud Risk
Management Program

This Guide is designed to be familiar to COSO Framework 
users. It contains principles and points of focus. This Guide’s 
five principles are consistent with the five COSO Internal 
Control Components and the 17 COSO principles.

This Guide updates the first edition of the Fraud Risk 
Management Guide published in 2016. It also draws from a 
2008 publication published and sponsored by the American 
Institute of CPAs (AICPA), Institute of Internal Auditors (IIA), 
and Association of Certified Fraud Examiners (ACFE). This 
prior publication, Managing the Business Risk of Fraud: A 
Practical Guide, contained similar guidance for establishing 
a comprehensive Fraud Risk Management Program and has 
been used by many organizations to manage fraud risk. The  
COSO sponsors and ACFE are appreciative of the work done 
by the task forces that produced these prior publications. 
This updated Guide builds on them by addressing more 
recent anti-fraud developments, revising terminology to 
be consistent with newer COSO terminology, and adding 
important information related to technology developments 
— specifically data analytics.

Principle 8, one of the risk assessment 
component principles, states:

The organization considers the potential
for fraud in assessing risks to the 

achievement of objectives.

FOREWORD
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The Guide’s executive summary provides a high-level 
overview intended for the board of directors, senior 
management, and chief audit executives. It is designed to 
explain the benefits of establishing strong anti-fraud policies 
and controls. The updated Guide’s appendices contain 
valuable information:

A. Glossary
B. Fraud Risk Management Roles and Responsibilities
C. Fraud Risk Management Considerations for

Smaller Entities
D. Data Analytics and FRM
E. Fraud Risk Assessment Example
F. Fraud Risk Management Tools
G. Managing the Risk of Fraud, Waste,

and Abuse in the Government Environment

The updated Guide also contains links to several 
valuable tools and templates that can be used to make 
implementation and documentation of a comprehensive 
Fraud Risk Management Program more effective.

COSO has also published Enterprise Risk Management
— Integrating with Strategy and Performance (COSO 2017 
ERM Framework). This Guide, the COSO 2013 IC Framework, 
and the COSO 2017 ERM Framework, are intended to 
be complementary. Depending on how an organization 
implements the Internal Control Framework, the ERM 
Framework, and this Guide, there may be overlapping and 
interconnecting areas. Fraud risk can affect areas beyond 
accounting and financial management activities.
Indeed, an organization seeking to minimize the adverse 
impacts of fraud needs to consider fraud risk in all areas of 
the enterprise and its operations.

The COSO Board would like to thank members of the 
Task Force that updated this Guide, the other anti-fraud 
professionals who provided recommendations for this 
Update, the original Task Force and Advisory Panel 
members, and the COSO member organizations for their 
contributions in reviewing the Guide (see pages 5, 6, and 7).

Finally, the COSO Board gratefully acknowledges David
L. Cotton and Sandra K. Johnigan, co-chairs of the Update
Task Force, for their outstanding leadership and efforts
toward the completion of this update.

Paul J. Sobel
COSO Chair

Bruce Dorris
ACFE President and CEO
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The Ever-Present Risk of Fraud and its Costs
All organizations are subject to fraud risks. Some 
organizational leaders may question whether the benefits 
derived from implementing and maintaining a Fraud Risk 
Management Program outweigh the costs. This Guide 
demonstrates why the answer to that question is Yes, and 
provides help in implementing such a program.

Publicized fraudulent behavior by key executives, other
employees, and outsiders repeatedly demonstrate the  
reality of this ever-present risk and how it negatively impacts 
reputations, brands, and images of many organizations 
around the globe. Large frauds have led to the collapse  
of entire organizations, massive asset losses, significant 
legal costs, incarceration of key individuals, and erosion of 
confidence in capital markets, government, and not-for-profit 
entities. Even relatively small frauds can be devastating to an 
organization, resulting in:

• Loss of trust in management and the breakdown of
teamwork and organizational cohesion

• Increased scrutiny from law enforcement and
regulatory bodies

• Loss of trust by stakeholders (shareholders, donors,
customers, taxpayers, and the public)

• Increased employee and management turnover

• Reputational damage

• Loss of competitive advantage

It is impossible and impractical to eliminate all fraud in all 
organizations. However, effective leaders address fraud 
risk as they do any risk — they manage it. The Fraud Risk 
Management Guide provides a blueprint to do just that. It is 
based on the proven principles of enterprise risk management 
as published by COSO, most recently in 2017. This Guide gives 
organizations, whether large or small, government or private, 
profit or non-profit, the information necessary to design a 
plan specific to the risks for that entity. There is no “one-
size-fits-all approach” to managing fraud risk. But with the 
right approach, an organization can create a custom-fitted 
program tailored to its specific needs.  

Fraud is any intentional act or omission 
designed to deceive others, resulting in the 
victim suffering a loss and/or the perpetrator 
achieving a gain.

A Growing Area of Fraud Risk
Organizations committed to fraud prevention, detection, and 
deterrence will address not just internal fraud risks — frauds 
perpetrated by parties within the organization, but also 
external fraud risks — fraud perpetrated on the organization 
by outside parties such as ransomware, data breaches, 
identity theft, and a wide range of corruption schemes that 
continue to evolve.

Fraud Deterrence Now and in the Future
Implementation of the principles in this Guide will maximize the 
likelihood that fraud will be prevented or detected in a timely 
manner and can create a strong fraud deterrence effect. 

COSO’s mission is to help organizations improve performance 
by developing thought leadership that enhances internal 
control, risk management, governance and fraud deterrence.
The Fraud Risk Management Guide is a key tool for furthering 
this mission, particularly with respect to fraud deterrence.

As a first step in discussing fraud deterrence, the following 
practical definition of fraud1 is used in this Guide:

Therefore, to successfully achieve fraud deterrence, 
organizations will implement policies and procedures that 
target the prevention and detection of fraud. Organizations 
that implement a rigorous Fraud Risk Management Program 
will further strengthen fraud deterrence by making it known 
that potential fraud perpetrators face a significant likelihood 
of getting caught and being punished.

Deterrence is also supported and enhanced by the 
knowledge throughout the organization that:

• Those charged with governance have made a
commitment to comprehensive fraud risk management

1	 The authors recognize that many other definitions of fraud exist, including those developed by the Auditing Standards Board of the American 
Institute of Certified Public Accountants, the Public Company Accounting Oversight Board, and the Government Accountability Office. Some 
legal definitions of fraud do not include scienter, or intent.

EXECUTIVE SUMMARY | FRAUD RISK MANAGEMENT
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• Periodic fraud risk assessments are being conducted
and updated as risks change or new information
becomes known

• Fraud preventive and detective control activities,
including data analytics — overt and covert — are being
conducted

• Suspected frauds are investigated quickly

• Fraud reporting mechanisms are in place

• Discovered frauds are remediated thoroughly

• Wrongdoing has been appropriately disciplined

• The entire Fraud Risk Management Program is being
constantly monitored

Roles and Responsibilities
The board of directors2 and top management have 
responsibility for managing fraud risk. In particular, they 
are expected to understand how the organization is 
responding to heightened risks and emerging exposures, 
as well as public and stakeholder scrutiny; what form of 
Fraud Risk Management Program the organization has 
in place; how it identifies fraud risks; what it is doing to 
better prevent fraud, or at least detect it sooner; and 
what processes are in place to investigate fraud and take 
corrective action. Further, personnel at all levels of the 
organization have a responsibility to understand the effects 
of fraud and the importance of preventing fraud. This Guide 
is designed to help address these complex issues.  

How it Works
This Guide provides implementation guidance for a Fraud 
Risk Management Program that defines principles and 
points of focus for fraud risk management and describes 
how organizations of various sizes and types can establish 
their own Fraud Risk Management Programs. The Guide 
includes examples of key program components and 
resources that organizations can use as a starting place 
to develop a Fraud Risk Management Program effectively 
and efficiently. In addition, and recognizing that no two 
organizations are the same, the Guide contains references 
to other sources of guidance to allow for tailoring a 
Fraud Risk Management Program to a particular industry 
or to government or not-for-profit organizations. Each 
organization will assess the degree of emphasis to 
place on fraud risk management based on its size and 
circumstances.

The Guide also contains valuable information for users 
who are implementing a Fraud Risk Management Program. 
This includes addressing fraud risk management roles and 
responsibilities, fraud risk management considerations for 
smaller organizations, data analytics, and managing fraud 
risk in the government environment.

What’s New in the 2023 Fraud Risk 
Management Guide?
Following publication of the Fraud Risk Management 
Guide in 2016, it became recognized as containing a 
widely accepted set of leading practices for anti-fraud 
professionals and organizations intent on deterring fraud. 
But, fraud is not static. Accordingly, COSO and ACFE 
initiated an update process that included reaching out to 
a broad range of users for recommendations on where the 
Guide can be improved, and assembled a team to take a 
refreshed look at the Guide and assess how and where it 
should be updated. Following are the key changes to this 
2023 edition:

• Fraud risk management and deterrence. This edition
explains how fraud risk management relates to and
supports fraud deterrence — a key theme in COSO’s
missions.

• Relationships among COSO’s two frameworks and
fraud risk management. This edition explains how the
COSO 2013 Internal Control — Integrated Framework,
the COSO 2017 Enterprise Risk Management —
Integrating with Strategy and Performance Framework
and the Fraud Risk Management Guide are related and
support each other.

• Expanded information on data analytics. Data analytics
continues to grow in importance as a key tool for the
prevention and early detection of fraud. Advanced
applications of data analytics may be less familiar to
some users than standard tools, such as interviewing
and whistleblower systems. Accordingly, this edition
includes expanded and updated information on data
analytics, while continuing to emphasize the importance
of interviewing and whistleblower systems. A data
analytics Point of Focus has been added to each of the
five fraud risk management principles to demonstrate
how the use of data analytics is an integral part of each
principle. Further, the data analytics appendix has been
updated and expanded. This approach is not meant
to downplay the importance of other tools, but rather,
to highlight the increasing power of data analytics in
managing fraud risk.

2	 Throughout this Guide the terms board and board of directors refer to the governing or oversight body or those charged with governance of 
the organization. The terms chief executive officer (CEO) and chief financial officer (CFO) refer to the senior-level management individuals 
responsible for overall organization performance and financial reporting.
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• Internal control and fraud risk management. This
edition explains how internal control and fraud risk
management are related and support each other, but
are different in some important respects. Examples are
provided to show that many “go-to” internal control
processes and procedures may be adequate for
ensuring accuracy in accounting and financial reporting
but may not provide sufficient fraud protection.

• Assessing the effectiveness of existing control
procedures as related to fraud risk. Chapter 2 (Fraud
Risk Assessment) provides additional information
on this important step in the fraud risk assessment
process. It clarifies and emphasizes that assessing
control effectiveness involves (a) identifying existing
control procedures related to each identified inherent
fraud risk, (b) assuring that the controls have been
implemented and are working as designed, and (c)
assessing whether the controls are adequate to
address the fraud risks that have been identified. That
last step is in addition to an assessment of the design
and operating effectiveness of controls from an internal
control over financial reporting perspective. Further,
it is the key to identifying residual fraud risk so that
additional fraud control activities such as additional
data analytics can be applied.

• Changes in the legal and regulatory environment.
This edition includes updated information with respect
to recent legal and regulatory developments in the
U.S. pertaining to fraud and fraud risk management,
including:
- The Department of Justice’s Evaluation of Corporate

Compliance Programs
- The Government Accountability Office’s A Framework

for Managing Fraud Risks in Federal Programs
- U.S. Securities and Exchange Commission’s Climate

and Environmental, Social, and Governance (ESG)
Task Force Reports

• Fraud reporting systems or hotlines. ACFE research
consistently shows that the majority of frauds are
discovered through tips, often from employees in
an organization. This edition includes updated and
expanded information related to the importance of
fraud reporting systems in detecting, preventing, and
deterring fraud.

• Changes in the external environment and fraud
landscape. The fraud landscape is changing rapidly.
This edition includes information on this changing
environment, including:

- Environmental, Social, and Governance (ESG)
initiatives and reporting

- Cyber fraud
- Blockchain, cryptocurrency, and digital assets
- Ransomware
- COVID-19 response efforts, the CARES Act (Public

Law 116-136) and other related programs
- Remote working and hybrid working environments
- Innovative and virtual management tools and

accounting procedures

• Appendices changes. The 2016 Guide had 19 appendices.
This 2023 edition has 7. Several of the 2016 appendices
have been moved to ACFE’s Fraud Risk Management
Tools web site so that they can be updated as needed.
The appendices moved are:
- Sample Fraud Control Policy Framework

(2016 Appendix F-1)
- Fraud Risk Management High-Level Assessment

(2016 Appendix F-2)
- Sample Fraud Policy Responsibility Matrix

(2016 Appendix F-3)
- Sample Fraud Risk Management Policy

(2016 Appendix F-4)
- Sample Fraud Risk Management Survey

(2016 Appendix F-5)
- Fraud Risk Exposures (2016 Appendix G)
- The five Fraud Risk Management Scorecards

(2016 Appendices I-1 through I-5)

The Appendix, Managing the Risk of Fraud, Waste, and 
Abuse in the Government Environment, has been updated 
and expanded, and remains in the Guide as a valuable 
resource.

Finally, and significantly, the ACFE tools site includes a 
greatly-expanded list of fraud risk exposures and fraud 
schemes. Each scheme in the expanded list is hyperlinked 
to an underlying description of the scheme and how it 
is carried out. This list contains generic schemes — 
schemes that can victimize any organization — but also 
industry-specific schemes (healthcare, financial services, 
manufacturing, and so forth). Again, through input from 
users, this resource will continue to expand. These dynamic 
resources are readily accessible to anti-fraud professionals 
implementing Fraud Risk Management Programs.

COSO and ACFE are confident that this updated Fraud Risk 
Management Guide will continue to grow in importance as 
the set of leading practices for preventing, detecting, and 
deterring fraud.
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Fraud Risk Management and the COSO Internal Control Framework

COSO revised its Internal Control — Integrated Framework 
in 2013 to incorporate 17 principles. These 17 principles are 
associated with the five internal control components COSO 
established in 1992. The principles provide clarity for the user 
in designing and implementing systems of internal control 
and for understanding requirements for effective internal 
control. COSO clarifies that for a system of internal control to 
be effective, each of the 17 principles is present, functioning, 
and operating in an integrated manner. Throughout this Guide 
the COSO 2013 IC Framework has been used as a source for 
describing aspects of internal control.  

Principle 8, one of the risk assessment 
component principles, states:
The organization considers the potential
for fraud in assessing risks to the  
achievement of objectives.

This Guide is intended to be supportive of and consistent 
with the COSO 2013 IC Framework and can serve as 
guidance for organizations to follow in performing a fraud 
risk assessment.

For organizations desiring to establish a more 
comprehensive approach to managing fraud risk, however, 
this Guide includes more than just the information needed 
to perform a fraud risk assessment. It also provides 
guidance on establishing the other components of an 
overall Fraud Risk Management Program, including:

• Establishing fraud risk governance policies

• Designing and deploying fraud preventive and detective
control activities

• Conducting investigations and taking corrective actions

• Monitoring and evaluating the total Fraud Risk
Management Program

The Guide also defines important terminology (see 
Appendix A), explains key roles and responsibilities (see 
Appendix B), and describes how it can be applied to 
smaller organizations (see Appendix C).

Consequently, organizations applying the COSO 2013 IC 
Framework can choose from the following two approaches 
in addressing this important fraud risk assessment 
principle:

• First Approach:  They can use this Guide’s second
fraud risk management principle (The organization
performs comprehensive fraud risk assessments to
identify specific fraud schemes and risks, assess their
likelihood and significance, evaluate existing fraud
control activities, and implement actions to mitigate
residual fraud risks) on a stand-alone basis to conduct
a fraud risk assessment that is compliant with COSO
2013 IC Framework Principle 8. Under this approach, an
organization would overlay this fraud risk assessment
process on its existing internal control structure by
revisiting each component of internal control and
assessing vulnerabilities to fraud.

• Second Approach:  They can implement this Guide as a
separate, compatible, and more comprehensive process
to not only periodically assess, but to also manage the
organization’s fraud risks as part of a broader Fraud
Risk Management Program. That approach includes a
fraud risk assessment and also encompasses fraud risk
governance, designing and implementing fraud control
activities, fraud investigation and corrective action, and
fraud risk management evaluation and monitoring. Once
the Guide is implemented, its results will support and will
be consistent with the overall COSO 2013 IC Framework.

The second approach results in an ongoing, comprehensive 
Fraud Risk Management Program as follows in Figure 1.
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Establish a fraud 
risk management 
policy as part of 
organizational 

governance

Establish a fraud 
reporting process and 
coordinated approach 
to investigation and 

corrective action, 
including analyzing and 
remediating root causes

Monitor the fraud risk 
management process, 

report results, and 
improve the process

Select, develop, and 
deploy preventive 

and detective fraud 
control activities

Perform 
comprehensive 

fraud risk 
assessments

Figure 1. Ongoing, Comprehensive Fraud Risk Management Process 

This comprehensive approach recognizes and emphasizes
the fundamental difference between internal control
weaknesses resulting in errors and weaknesses resulting in
fraud. This fundamental difference is intent. An organization
that simply adds the fraud risk assessment to the existing
risk assessment may not thoroughly examine and identify
possibilities for improper acts designed to:

• Misstate financial information

• Misstate non-financial information

• Misappropriate assets

• Perpetrate illegal acts or corruption

Implementing a specific and more focused fraud risk 
assessment as a separate Fraud Risk Management Program
enhances the likelihood that the assessment’s focus
remains on intentional acts.

The recommended approach is also likely to result in a more 
robust and comprehensive assessment of fraud risk. It also 
provides the additional structure needed for comprehensive 
fraud risk management. If organizations use the more 
simplified approach (just performing the fraud risk 
assessment), they can combine those results with the COSO 
2013 IC Framework’s results to yield more robust prevention 
and detection mechanisms.

9/14/2026 Audit Committee Meeting 7b Attachment 2, Page 14 of 20

165

http://www.coso.org


COSO/ACFE   |   Executive Summary | Fraud Risk Management Guide  |    13

c o s o . o r g

COSO published Internal Control — Integrated Framework 
in 2013 (COSO 2013 IC Framework) and published 
Enterprise Risk Management — Integrating with Strategy 
and Performance in 2017 (COSO 2017 ERM Framework). 
This Fraud Risk Management Guide, the COSO 2013 IC 
Framework, and the COSO 2017 ERM Framework, are 
intended to be complementary.  

Depending on how an organization implements the Internal 
Control Framework, the ERM Framework, and this Guide, 
there may be overlapping and interconnecting areas. Fraud 
risk can affect all areas of accounting functions, financial 
management and reporting activities, and non-financial 
management and reporting activities. Indeed, an organization 
seeking to minimize the adverse impacts of fraud will consider 
fraud risk in all areas of the enterprise and its operations.

Relationships Among COSO’s Two Frameworks and this Fraud Risk Management Guide

Enterprise risk management is broader than internal control 
in that it focuses on a variety of risk responses to manage 
risk in all aspects of business. Internal control is a subset 
and integral part of enterprise risk management, while 
enterprise risk management is a subset of organizational 
governance. Of course, fraud risk can impact all aspects of 
both enterprise risk and internal control. 

This Fraud Risk Management Guide is intended to be an 
important component of a holistic risk response that is 
both effective and efficient in addressing wide-ranging 
fraud risks, including those originating from internal sources 
(e.g., management, employees, consultants), external 
sources (e.g., cyber/hacking risk), or both (e.g., conspiracy, 
corruption, money laundering, drug trafficking/terrorism 
financing).

Principle1 The organization establishes and communicates a Fraud Risk
Management Program that demonstrates the expectations of the 
board of directors and senior management and their commitment to 
high integrity and ethical values regarding managing fraud risk.Control 

Environment

 
Principle2 The organization performs comprehensive fraud risk assessments

to identify specific fraud schemes and risks, assess their likelihood 
and significance, evaluate existing fraud control activities, and 
implement actions to mitigate residual fraud risks.Risk 

Assessment

Summary of Fraud Risk Management Components and Principles

Fraud Risk Governance 
Fraud risk governance is an integral component of corporate
governance and the internal control environment. Corporate
governance addresses the manner in which the board of
directors and management meet their respective obligations
to achieve the organization’s goals, including its fiduciary,

reporting, and legal responsibilities to stakeholders.
The internal control environment creates the discipline
that supports the assessment of risks to the achievement
of the organization’s goals.

Fraud Risk Assessments
A fraud risk assessment is a dynamic and iterative process
for identifying and assessing fraud risks relevant to the
organization. Fraud risk assessment addresses the risk
of fraudulent financial reporting, fraudulent non-financial
reporting, asset misappropriation, and corruption (including
illegal acts and noncompliance with laws and regulations).

Organizations can tailor this approach to meet their
individual needs, complexities, and goals. Fraud risk
assessment is not only an integral component of risk
assessment and internal control, it also is specifically
linked to COSO 2013 IC Framework Principle 8.
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Principle5 The organization selects, develops, and performs ongoing evaluations to
ascertain whether each of the five principles of fraud risk management is 
present and functioning and communicates Fraud Risk Management Program 
deficiencies in a timely manner to parties responsible for taking corrective 
action, including senior management and the board of directors.

Monitoring
Activities

Principle4 The organization establishes a communication process to obtain
information about potential fraud and deploys a coordinated 
approach to investigation and corrective action to address fraud 
appropriately and in a timely manner.Information & 

Communication

Principle3 The organization selects, develops, and deploys
preventive and detective fraud control activities to 
mitigate the risk of fraud events occurring or not being 
detected in a timely manner.Control 

Activities

Fraud Control Activity
A fraud control activity is an action established
through policies and procedures that helps ensure that
management’s directives to mitigate fraud risks are carried
out. A fraud control activity is a specific procedure or
process intended either to prevent fraud from occurring or
to detect fraud quickly in the event that it occurs.

Fraud control activities are generally classified as either
preventive (designed to avoid a fraudulent event or
transaction at the time of initial occurrence) or detective
(designed to discover a fraudulent event or transaction

Fraud Investigation and Corrective Action
Control activities cannot provide absolute assurance against
fraud. As a result, the organization’s governing board
ensures that the organization develops and implements
a system for prompt, competent, and confidential review,
investigation, and resolution of instances of

Fraud Risk Management Monitoring Activities
The fifth fraud risk management principle relates to
monitoring the overall Fraud Risk Management Program.
Organizations use fraud risk management monitoring 
activities to ensure that each of the five principles of fraud risk 
management is present and functioning as designed and that 
the organization identifies needed changes in a timely manner.

Organizations use ongoing and separate (periodic)
evaluations, or some combination of the two, to perform

after the initial processing has occurred). The selection,
development, implementation, and monitoring of fraud
preventive and fraud detective control activities are crucial
elements of managing fraud risk. Fraud control activities
are documented with descriptions of the identified fraud
risk and scheme, the fraud control activity that is designed
to mitigate the fraud risk, and the identification of those
responsible for the fraud control activity. Fraud control
activities are integral to the ongoing fraud risk assessment
component of internal control.

allegations involving potential fraud and misconduct. An
organization can improve its chances of loss recovery, while
minimizing exposure to litigation and damage to reputation,
by establishing and carefully preplanning investigation and
corrective action processes.

the fraud monitoring activities. Similar to the COSO 2013 IC 
Framework, ongoing evaluations in a Fraud Risk
Management Program that are built into the organization’s
business processes at varying levels provide timely
information. In contrast, organizations conduct separate
evaluations periodically that vary in scope and timing based
on numerous factors, including the results of ongoing
evaluations.
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Use by Interested Parties

Board of Directors and Audit Committee 
A well-performing and engaged board discusses with
senior management the state of the entity’s Fraud Risk
Management Program and provides oversight as needed.
Senior management has overall responsibility for the
design and implementation of a Fraud Risk Management
Program, including setting the tone at the top that creates
the culture for the entire organization. The board establishes
policies and procedures explaining how the board provides
oversight, including defining expectations about integrity
and ethical values, transparency, and accountability
for the implementation and operation of the Fraud Risk
Management Program. Senior management informs the
board of the residual risks of fraud from its fraud risk
assessments, as well as incidents of fraud or suspected
fraud. The board challenges management and asks the
tough questions, as necessary. It seeks input from internal
auditors, external independent auditors, specialists, and
legal counsel and utilizes these resources as needed to
investigate any issues.

The board is an important check on the risk of management
wrongdoing, including management override of anti-fraud
and other internal controls. The board assesses the risk of
management override and also considers and addresses
fraud allegations related to senior management if they arise.

Senior Management
Senior management assesses the entity’s Fraud Risk
Management Program in relation to this Fraud Risk
Management Guide, focusing on how the organization
applies the five principles in support of its Fraud Risk
Management Program. Further, they assess the entity’s
fraud risk in compliance with Principle 8 of the COSO 2013 IC
Framework.

Other Management and Personnel
Managers and other personnel consider how they are
conducting their responsibilities in light of this Guide and
discuss with more senior personnel ideas for strengthening
fraud risk controls. More specifically, they consider how
existing controls affect the relevant principles within the five
components of fraud risk management, as well as Principle
8 of the COSO 2013 IC Framework.

Internal Audit
Internal auditors review their internal audit plans and how
the plans are applied to the entity’s Fraud Risk Management
Program in connection with implementation of this
guidance. Internal auditors will use this Guide to 1) assess
how effective their risk assessments are in evaluating fraud
risk and improve them, and 2) help assess fraud risk in
each internal audit project, and 3) identify potential control
enhancements to minimize ongoing fraud risk.

External Independent Auditors
In many situations, an external independent auditor is
engaged to audit or examine the effectiveness of the
client’s internal control over financial reporting in addition
to auditing the entity’s financial statements. The COSO
2013 IC Framework introduced Principle 8: the organization
considers the potential for fraud in assessing risks to the
achievement of objectives. Auditors can assess the entity’s
implementation of that Principle using this Guide.

Specialists
In addition to the audit committee, internal audit, and
management, the organization also may include internal and
external professionals with specific domain expertise, such
as legal, compliance, investigations, emerging markets,
human resources, security, and data analytics.

Other Professional Organizations
Other professional organizations providing guidance on
fraud risk as it relates to operations, reporting, and
compliance may consider their standards and guidance in
comparison to the Guide. To the extent diversity in concepts
and terminology is eliminated, all parties benefit.

Educators
The concepts of fraud risk management are important to
professional education. Because fraud risks are pervasive
and perennial, every professional benefits from a solid
grounding in the Guide’s concepts and approaches.
Educators can leverage the Guide as a teaching text or as
source material for lessons in leadership, business decision-
making, management and organizational behavior, ethics,
advanced audit, information management, data analytics,
and forensic accounting.
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COSO Framework Components and Principles Fraud Risk Management Principles

1.	 The organization establishes and communicates a 
Fraud Risk Management Program that demonstrates 
the expectations of the board of directors and senior 
management and their commitment to high integrity 
and ethical values regarding managing fraud risk.C
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2.	 The board of directors demonstrates independence from management and 
exercises oversight of the development and performance of internal control.

4.	 The organization demonstrates a commitment to attract, develop, and retain 
competent individuals in alignment with objectives.

3.	 Management establishes, with board oversight, structures, reporting lines, 
and appropriate authorities and responsibilities in the pursuit of objectives.

5.	 The organization holds individuals accountable for their internal control 
responsibilities in the pursuit of objectives.

1.	 The organization demonstrates a commitment to integrity and ethical values.
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17.	The organization evaluates and communicates internal control 
deficiencies in a timely manner to those parties responsible for taking 
corrective action, including senior management and the board of 
directors, as appropriate.

16.	The organization selects, develops, and performs ongoing and/or 
separate evaluations to ascertain whether the components of internal 
control are present and functioning.

5.	 The organization selects, develops, and performs 
ongoing evaluations to ascertain whether each 
of the five principles of fraud risk management is 
present and functioning and communicates Fraud 
Risk Management Program deficiencies in a timely 
manner to parties responsible for taking corrective 
action, including senior management and the board 
of directors.
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13.	The organization obtains or generates and uses relevant, quality information 
to support the functioning of other components of internal control.

15.	The organization communicates with external parties regarding matters 
affecting the functioning of other components of internal control.

14.	The organization internally communicates information, including 
objectives and responsibilities for internal control, necessary to support 
the functioning of internal control.

4.	 The organization establishes a communication 
process to obtain information about potential fraud 
and deploys a coordinated approach to investigation 
and corrective action to address fraud appropriately 
and in a timely manner.
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10.	The organization selects and develops control activities that contribute to the 
mitigation of risks to the achievement of objectives to acceptable levels.

12.	The organization deploys control activities through policies that establish 
what is expected and procedures that put policies into action.

11.	The organization selects and develops general control activities over 
technology to support the achievement of objectives.

3.	 The organization selects, develops, and deploys 
preventive and detective fraud control activities to 
mitigate the risk of fraud events occurring or not 
being detected in a timely manner.

2.	 The organization performs comprehensive fraud 
risk assessments to identify specific fraud schemes 
and risks, assess their likelihood and significance, 
evaluate existing fraud control activities, and 
implement actions to mitigate residual fraud risks.
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6.	 The organization specifies objectives with sufficient clarity to enable the 
identification and assessment of risks relating to objectives.

8.	 The organization considers the potential for fraud in assessing risks to the 
achievement of objectives.

7.	 The organization identifies risks to the achievement of its objectives 
across the entity and analyzes risks as a basis for determining how the 
risks should be managed.

9.	 The organization identifies and assesses changes that could significantly 
impact the system of internal control.

The most obvious correlation between these two sets of principles is COSO 2013 IC Framework Principle 8 and Fraud Risk 
Management Principle 2. In addition, as the above exhibit displays, all of the COSO 2013 IC Framework and Fraud Risk 
Management Principles correlate with and support each other.

Relationship Between the COSO 2013 IC Framework’s Five Components and 17 Internal
Control Principles and this Guide’s Five Fraud Risk Management Principles

COSO revised its Internal Control — Integrated Framework in 2013 to incorporate 17 principles. These 17 principles are 
associated with the five internal control components COSO established in 1992. This Guide’s five fraud risk management 
principles fully support, are entirely consistent with, and parallel the COSO 2013 IC Framework’s 17 internal control principles. 
The correlation between the fraud risk management principles and the COSO 2013 IC Framework’s internal control 
components and principles is as follows:
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Testimonials 

“The Guide is a great resource for professionals who appreciate  
the need to take a holistic approach to fraud risk management.” 

Todd DeZoort, Ph.D., CFE, NACD.DC
Durr-Fillauer Chair in Business Ethics and Professor of Accounting
Culverhouse School of Accountancy, The University of Alabama

“As much as we don’t like to think about it, fraud is just part of the  
business landscape and human condition. Pressure, greed, insecurity, and  
many other emotions are involved which unfortunately fuel intentional 
bad behavior and decision-making. This guide expands upon Principle 8 
in the 2013 COSO Internal Control — Integrated Framework in an effective  
way to help all organizations regardless of size, industry, form, or ownership 
more effectively address the unwelcome subject of fraud. Boards, 
management, accountants, internal auditors, and others will benefit 
from its advice, structure, and guidance.”

Robert B. Hirth, Jr.
Senior Managing Director, Protiviti 
COSO Chair Emeritus (2013–2018)

“Being a CPA as well as a CFE, I was already familiar with COSO guidance. 
Coupling that with a fraud risk management perspective is ideal for anyone 
in a corporate role. The FRMG provides clear direction for identifying and 
addressing risks, and makes it easy to integrate with overall corporate risk 
management efforts.”

Valerie Scarantino
UGI Corporation

“I found the Guide to be a cost effective and valuable resource for fighting 
fraud as it approaches fraud prevention and detection on a comprehensive 
basis as opposed to piecemeal, which as is often the approach used by most 
organizations. Proactiveness vs. reactiveness is both more cost effective as 
well as protecting from something you can never recover from, reputation 
damage…the true cost of fraud. Unfortunately, many organizations fall into the 
“comfortable in action mode,” in other words “it can’t happen here,” or simply 
don’t know where or how to start a comprehensive, all-encompassing approach 
to fraud protection and detection. You now have a tool and
resource to guide you through this process!”

Joseph M. Palmar, CPA, CFE, CFF
Chief Executive Officer
Palmar Forensics

Committee of Sponsoring 
Organizations of the 
Treadway Coåmmission

F R A U D  R I S K
M A N A G E M E N T
G U I D E Second

Edition 

9/14/2026 Audit Committee Meeting 7b Attachment 2, Page 19 of 20

170

http://www.coso.org


Committee of Sponsoring 
Organizations of the 
Treadway Coåmmission

F R A U D  R I S K
M A N A G E M E N T
G U I D E Second

Edition 

9/14/2026 Audit Committee Meeting 7b Attachment 2, Page 20 of 20

171



 
  

Audit Committee 

9/14/2026 Committee Meeting 

7c 

Subject 
Discussion on Enterprise Risk Management Policy 

Executive Summary 
This item is a follow-up to the June 8, 2026 Audit Committee meeting information item on Enterprise Risk 
Management and provides an opportunity for Board discussion regarding future policy direction and staff action.  

Applicable Policy 
Metropolitan Water District Administrative Code 6451(e)(1)  

Details and Background 
At the June 8, 2026 Audit Committee meeting (Item 7b, Overview of Enterprise Risk Management), the Office of 
the General Auditor presented an overview of Enterprise Risk Management (ERM) and the Committee of 
Sponsoring Organizations of the Treadway Commission’s (COSO) ERM Framework. The COSO ERM 
framework helps organizations understand and manage risks by integrating risk management with strategy, 
performance, and culture to support value creation and preservation.  

Metropolitan Administrative Code Section 6451(e)(1) states the Audit Department’s role includes advisory 
services to the Board and management to determine whether the District’s network of governance, risk 
management, and internal controls is adequate and functioning in a manner to ensure risks related to the 
achievement of Metropolitan’s strategic objectives are appropriately identified, managed, and monitored.    
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Audit Committee 

9/14/2026 Committee Meeting 

7d 

Subject 

Study, advise on, or recommend Board member/Board committee audit assignment requests 

Executive Summary 

This item provides the Audit Committee an opportunity to review and discuss requests for audit assignments from 
individual Board members or Board committees. Following its discussion of these requests, the Audit Committee 
may provide the General Auditor with direction and guidance on prioritization. 

Applicable Policy 

Metropolitan Water District Administrative Code Section 6450(f)   

Metropolitan Water District Administrative Code Section 6451 

Details & Background 

The General Auditor prepares a risk-based annual audit plan in accordance with Metropolitan Administrative 
Code Section 6451 and professional internal auditing standards. This plan is flexible and may be adjusted as risks 
evolve during the fiscal year or as the General Auditor deems necessary. The General Auditor may also receive 
requests from individual Board members or Board committees for audit assignments not included in the approved 
annual audit plan.  

Requests presented to the Audit Committee should identify the relevant risk or internal control concern and the 
objective or question the audit or review is intended to address.  

The portion of Metropolitan Administrative Code Section 6450(f) relevant to this item states:  

The General Auditor may receive requests from time to time from the other executive officers or 
committees of the Board to perform audit assignments which are not included in the approved 
annual Audit Business Plan. Similarly, the General Auditor may identify a need to include new 
assignments in the Audit Business Plan during the year. The General Auditor shall have sufficient 
latitude and discretion to include those new assignments in the annual Audit Business Plan as the 
General Auditor deems necessary based upon their professional judgement and available 
resources. Requests from other committees of the Board and individual board members desiring 
specific audit assignments shall be submitted to the Audit Committee for study, advise, and 
recommendation. Once the audit assignment is approved by the Board, the General Auditor 
reserves the right to determine how to best fit the directed audit assignment into the Audit 
Business Plan. 
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