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HEAT MAP

The diagram below shows the relationship between time to cause (likelihood + velocity) vs. impact for each Metropolitan auditable area.

HIGHER

Sustainability, Resilience & Inno
Finance
Ethics

Diversity, Equity & Inclusion
Board of Directors

TIME
TO  MODERATE

CAUSE Equal Employment Opportunity

. General Counsel
Environmental Planning

Board Support Services

LOWER
LOWER MODERATE HIGHER
IMPACT
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INTERNAL AUDIT PLAN

SERVICE PORTFOLIO

Our core portfolio includes the following services:

T Operational & Compliance Audits

. These audits provide assurance by focusing on the internal
control effectiveness and process efficiency of the area under
evaluation. The criteria generally used for our internal control
audits are from the Committee of Sponsoring Organizations
(COSO) of the Treadway Commission internal control
framework. Projects may also include assessments of
compliance with policies, contracts, or regulatory requirements.

2 Information Technology Audits

These audits focus on general information technology controls
(e.g., operations, change management, disaster recovery) or
specialized cybersecurity controls (e.g., asset management,
data protection, malware defense). Criteria generally used for
our IT audits are from the Center for Internet Security, the
National Institute of Standards and Technology, or the
Information Systems Audit and Control Association.

3 Advisory Services
These advisory projects provide advice to Metropolitan
functions without providing assurance. Examples include
advising on the design and implementation of new policies,
processes, and systems; providing training and ad hoc/on-
demand advice; and performing Rapid Reviews on
contemporary topics.

4 Follow-up Reviews
These reviews assess the progress made toward implementing
recommendations from prior audits. The level of follow-up
necessary depends on the severity of the issue and the nature
of the corrective action. Follow-up reviews are not performed
for advisory services.

5 Administration & Other Activities

These activities do not relate to specific auditable areas but are
essential to the effective operation of the internal audit
function. They include contractually required assistance to the
external auditor, preparation of the annual audit risk
assessment and audit plan, support to the Board and Audit
Committee, training and functional administration of our project
management system, and execution of the quality assessment
and improvement program.

GENERAL AUDITOR'S INTERNAL AUDIT PLAN FOR FY 2026/27 Page
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PLANNED ENGAGEMENTS

7-8 Attachment 1, Page 11 of 20
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Planned engagements are based upon approximately 13,800 productive hours provided by 11 audit
professionals. Additional time is then deducted for a contingency reserve, Board directives/requests,
and other activities, resulting in approximately 8,700 hours available for audit and advisory projects and
follow-up reviews. Higher audit risk areas are given priority for project assignment over moderate and
lower audit risk areas. Once all higher audit risk areas have been assigned an audit, the General Auditor
selects additional moderate audit risk areas at their discretion. Projects are also assigned based on
Board direction or as mandated by law/regulation. Lastly, recurring/cyclical audits are generally not

assigned unless they are deemed higher risk or mandated by law/regulation.

The following table lists the planned audit and advisory engagements and includes preliminary

objectives and budgeting:

Operational & Compliance Audits

1.

2.

TITLE

Local Resources Program
Chemical Safety

Third-Party Memorandums of
Understanding (MOU)

Board request

Conservation Programs

Board request

P-Card Program
Carryforward from FY 2025/26

Security Contract
Carryforward from FY 2025/26

Real Estate

Board request

Recruiting
Carryforward from FY 2024/25

State Audit Follow-up
Carryforward from FY 2023/24

. Power Operations & Planning

Carryforward from FY 2023/24

PRELIMINARY
OBJECTIVES

Assess program performance.
Evaluate chemical handling procedures.

Evaluate administration of third-party
MOUs.

Assess program performance.

Evaluate P-Card policy and program

activity.

Evaluate contract compliance.

Assess program performance.

Assess program performance.

Evaluate implementation status of State

Auditor recommendations.

Assess program performance.

600

600

600

600

600

600

200

200

200

200

PRELIMINARY
BUDGET

PROJECT NUMBER 25-01
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11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

7-8 Attachment 1, Page 12 of 20
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Information Technology Audits

Access Control Management

Data Protection

IT Governance
Carryforward from FY 2024/25

Artificial Intelligence

Knowledge Transfer

Board request

Safety Equipment Purchase
Process

Colorado River Water Users
Association Review

Board directed

Enterprise Risk Management

Enterprise Content Management

Grants

METCON

WINS

Oracle Services Procurement

Risk Oversight Committee (Power
Operations & Planning)

Follow-up Reviews

PROJECT NUMBER 25-01

Evaluate system access management for
incoming and outgoing employees.

Evaluate data protection controls.

Evaluate District IT for alignment with
business goals and objectives.

Advisory Services

Review Al implementation risks and
controls.

Review District knowledge transfer
procedures.

Review safety equipment purchase
process.

Perform agreed-upon procedures for
Colorado River Water Users Association.

Advise on District enterprise risk
management program.

Advise on new application
implementation.

Advise on grants management
processes.

Advise on new application
implementation.

Advise on new application
implementation.

Advise on new Oracle module
implementation.

Advise on risks and controls.

Follow-up Reviews

Follow up on management's
implementation of audit
recommendations.

GENERAL AUDITOR'S INTERNAL AUDIT PLAN FOR FY 2026/27
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External Audit Support

Department Initiatives

7-8 Attachment 1, Page 13 of 20
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Administration & Other Activities

Assist external auditor in annual financial
audit and Single Audit.

Perform tasks to improve department
operations.

Annual Audit Risk Assessment & Perform annual audit risk assessment

Internal Audit Plan

Board & Committee Support

tasks and prepare Internal Audit Plan.

Provide Board and/or Audit Committee

support.
TeamMate+ Training & Functional Provide and receive training on internal
Utilization audit project management system.
Quality Assessment & Improvement Complete mandates to ensure adherence
Program (QAIP) to professional internal audit standards

On-Demand Advisory Services

Directed Ad Hoc

and improve internal audit operations.
Provide advice upon request.

Tasks assigned by department
management.

T This project is assigned to executive management, who do not charge hours.

From time to time, the General Auditor may substitute, defer, or cancel a planned engagement due to
timing, priority, resources, and/or other risk considerations. Such modifications will be noted in
quarterly status reports submitted to the Audit Committee, and the Audit Committee's lack of objection

will authorize any changes noted and amend the audit plan.

Courtyard at Union Station Headquarters

800

800

640

400

280

80

80

80

PROJECT NUMBER 25-01
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PROJECT TEAM

Attachment 1, Page 14 of 20

Kathryn Andrus, CPA, CIA, Assistant General Auditor

Araceli Mufioz, CIA, Senior Audit Manager

Chris Gutierrez, CPA, CIA, Program Manager — Audit
Sherman Hung, CISA, Principal Auditor

Andrew Lin, CPA, CIA, CIGA, Principal Auditor

Lina Tan, Principal Auditor

Bonita Leung, CPA, CIA, CRMA, CGMA, Senior Deputy Auditor
Neena Mehta, Senior Deputy Auditor

Faviola Sanchez, Deputy Auditor IlI

e o & o o o o o oo o

Mari Elias, Executive Assistant Il

Parker Dam

GENERAL AUDITOR'S INTERNAL AUDIT PLAN FOR FY 2026/27
PROJECT NUMBER 25-01
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APPENDIX A: ADDITIONAL INFORMATION

ASSURANCE & ADVISORY COVERAGE

Risk areas we identified as part of the audit risk assessment process are listed alphabetically and
mapped to their associated auditable areas, with the resultant planned engagement number in

parentheses?:

Access management

Application development

Artificial intelligence

Enterprise risk management
Governance

Grant compliance

Information management

MOU administration

Operational safety & compliance

Physical security

Power operations

Procurement

Program performance

Real estate management

State audit compliance

Talent management

Cybersecurity

Information Technology

Information Technology
Office of the General Manager
Information Technology
Finance

Cybersecurity

Office of the General Manager
Treatment & Water Quality

Security & Protection

Power Operations & Planning

Administrative Services

Water Resource Management

Land Management

Office of the General Manager

Human Resources

Access Control Management (11)

Enterprise Content Management (19)
METCON (21)

Oracle Services Procurement (23)
WINS (22)

Artificial Intelligence (14)
Enterprise Risk Management (18)
IT Governance (13)

Grants (20)

Data Protection (12)

Third-Party MOUs (3)

Chemical Safety (2)

Security Contract (6)

Power Operations & Planning (10)

Risk Oversight Committee (Power
Operations & Planning) (24)

P-Card Program (5)

Safety Equipment Purchase Process
(16)

Conservation Programs (4)
Local Resources Program (1)

Real Estate (7)
State Audit Follow-up (9)

Knowledge Transfer (15)
Recruiting (8)

2 The Colorado River Water Users Association (17) is a Board-directed project without a direct District-associated risk area.

PROJECT NUMBER 25-01
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DEFERRED PROJECTS

Risk and internal control concerns identified through Board input and management interviews that align
with high or medium-high audit-risk areas from our risk assessment, and are not included in the audit
plan, are placed on the deferred list. Additionally, the General Auditor may use his professional judgment
to add anitem to the deferred list. As resources or time become available, a deferred item may be added
to the audit plan. These deferred items are listed alphabetically and mapped to their auditable areas:

RISK AREA AUDITABLE AREA

Attachment 1, Page 16 of 20

Contract administrator program
Contract solicitation

CRA reliability

Delegation of authority

Desert housing

District temporary/annuitant usage
District vehicle assignment/use
Dual employment

Governance, risk, and compliance platform
Interactive process

Interim promotions

Investigative process

IT project management
Offboarding process

Program change management

Administrative Services

Administrative Services

Conveyance & Distribution

Office of the General Manager

Integrated Operations, Planning & Support Services
Human Resources

Integrated Operations, Planning & Support Services
Human Resources

Information Technology

Human Resources

Human Resources

Multiple

Information Technology

Human Resources

Office of the General Manager

RESOURCE PLAN

The department is comprised of 11 professional audit team members, two executive managers, and
one administrative professional. The 11 audit professionals contribute approximately 8,700 hours that
support the development of planned engagements, including Board requests. Team member audit
experience includes financial, performance, fraud, compliance, and information technology. Five
members are licensed Certified Public Accountants (CPAs), six are Certified Internal Auditors (CIAs),
and two are Certified Information System Auditors (CISAs). Other professional certifications held
include Certified Fraud Examiner (CFE), Chartered Global Management Accountant (CGMA),
Certification in Risk Management Assurance (CRMA), and Certified Inspector General Auditor (CIGA).

5 GENERAL AUDITOR'S INTERNAL AUDIT PLAN FOR FY 2026/27 Page
¥ PROJECT NUMBER 25-01
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ORGANIZATION CHART

£y

" % THE METROPOLITAN WATER DISTRICT

»¥y
SN0 A

. s,
RO

OF SOUTHERN CALIFORNIA

Office of the General Auditor
7/01/2026

>
Mari Elias
Executive Assistant Il

Araceli

. Andrew Lin

CPA, CIA, CICA
Principal Auditor

‘ Faviola .

Sanchez
Deputy Auditor Il

TBA
Deputy/Senior Auditor

CPA, CIA, COMA,
CRMA
Senior Deputy Auditor

CPA

CA
Audit Program Manager

Audit Manager

Audit Manager (IT)

Sherman

Hung
CISA
Principal Auditor

Lina Tan
Principal Auditor

Bonita Leung ‘

Neena Mehta
Senior Deputy Auditor
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STANDARDS

The following are references to the Internal Auditors Global Internal Audit Standards pertaining to audit
risk assessment and the Internal Audit Plan.

Domain I: Purpose of Internal Auditing

Internal auditing strengthens the organization’s ability to create, protect, and sustain value by providing the
board and management with independent, risk-based, and objective assurance, advice, insight, and
foresight.

Internal auditing enhances the organization’s:
6 Successful achievement of its objectives.
6 Governance, risk management, and control processes.
¢ Decision-making and oversight.

¢ Reputation and credibility with its stakeholders.

¢ Ability to serve the public interest.

Internal auditing is most effective when:

6 Itis performed by competent professionals in conformance with the Global Internal Audit Standards,
which are set in the public interest.

¢ Theinternal audit function is independently positioned with direct accountability to the board.

¢ Internal auditors are free from undue influence and committed to making objective assessments.

Standard 8.2 Resources

The chief audit executive must evaluate whether internal audit resources are sufficient to fulfill the internal
audit mandate and achieve the internal audit plan. If not, the chief audit executive must develop a strategy
to obtain sufficient resources and inform the board about the impact of insufficient resources and how any
resource shortfalls will be addressed.

Standard 9.1 Understanding Governance, Risk Management, and Control Processes

To develop an effective internal audit strategy and plan, the chief audit executive must understand the
organization’s governance, risk management, and control processes.

To understand governance processes, the chief audit executive must consider how the organization:
Establishes strategic objectives and makes strategic and operational decisions.

Oversees risk management and control.

Promotes an ethical culture.

Delivers effective performance management and accountability.

Structures its management and operating functions.

Communicates risk and control information throughout the organization.

o & o o o o o

Coordinates activities and communications among the board, internal and external providers of
assurance services, and management.

GENERAL AUDITOR'S INTERNAL AUDIT PLAN FOR FY 2026/27 Page
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Standard 9.4 Internal Audit Plan
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Standard 9.1 Understanding Governance, Risk Management, and Control Processes (con't)

To understand risk management and control processes, the chief audit executive must consider how the
organization identifies and assesses significant risks and selects appropriate control processes. This
includes understanding how the organization identifies and manages the following key risk areas:

¢ Reliability and integrity of financial and operational information.
6 Effectiveness and efficiency of operations and programs.

¢ Safeguarding of assets.
¢

Compliance with laws and/or regulations.

The chief audit executive must develop and implement a strategy for the internal audit function that
supports the strategic objectives and success of the organization and aligns with the expectations of the
board, senior management, and other key stakeholders.

Aninternal audit strategy is a plan of action designed to achieve a long-term or overall objective. The internal
audit strategy must include a vision, strategic objectives, and supporting initiatives for the internal audit
function. An internal audit strategy helps guide the internal audit function toward the fulfillment of the
internal audit mandate.

The chief audit executive must review the internal audit strategy with the board and senior management
periodically.

The chief audit executive must create an internal audit plan that supports the achievement of the
organization’s objectives.

The chief audit executive must base the internal audit plan on a documented assessment of the
organization’s strategies, objectives, and risks. This assessment must be informed by input from the board
and senior management as well as the chief audit executive's understanding of the organization's
governance, risk management, and control processes. The assessment must be performed at least
annually.

The internal audit plan must:

6 Consider the internal audit mandate and the full range of agreed-to internal audit services.

¢ Specify internal audit services that support the evaluation and improvement of the organization's
governance, risk management, and control processes.

¢ Consider coverage of information technology governance, fraud risk, the effectiveness of the
organization’s compliance and ethics programs, and other high-risk areas.

¢ Identify the human, financial, and technological resources necessary to complete the plan.

¢ Bedynamic and updated timely in response to changes in the organization’s business, risks, operations,
programs, systems, controls, and organizational culture.

i
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Standard 9.4 Internal Audit Plan (con’t)

The chief audit executive must review and revise the internal audit plan as necessary and communicate
timely to the board and senior management:

6 The impact of any resource limitations on internal audit coverage.
6 The rationale for not including an assurance engagement in a high-risk area or activity in the plan.

¢ Conflicting demands for services between major stakeholders, such as high-priority requests based on
emerging risks and requests to replace planned assurance engagements with advisory engagements.

¢ Limitations on scope or restrictions on access to information.
The chief audit executive must discuss the internal audit plan, including significant interim changes, with

the board and senior management. The plan and significant changes to the plan must be approved by the
board.

Standard 10.1 Financial Resource Management

The chief audit executive must manage the internal audit function’s financial resources.

The chief audit executive must develop a budget that enables the successful implementation of the internal
audit strategy and achievement of the plan. The budget includes the resources necessary for the function’s
operation, including training and acquisition of technology and tools. The chief audit executive must
manage the day-to-day activities of the internal audit function effectively and efficiently, in alignment with
the budget.

The chief audit executive must seek budget approval from the board. The chief audit executive must
communicate promptly the impact of insufficient financial resources to the board and senior management.

Standard 14.4 Recommendations and Action Plans

Internal auditors must determine whether to develop recommendations, request action plans from
management, or collaborate with management to agree on actions to:

& Resolve the differences between the established criteria and the existing condition.
6 Mitigate identified risks to an acceptable level.

6 Address the root cause of the finding.

& Enhance or improve the activity under review.

When developing recommendations, internal auditors must discuss the recommendations with the
management of the activity under review.

If internal auditors and management disagree about the engagement recommendations and/or action
plans, internal auditors must follow an established methodology to allow both parties to express their
positions and rationale and to determine a resolution.

GENERAL AUDITOR'S INTERNAL AUDIT PLAN FOR FY 2026/27 Page
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[tem 7-8
Internal
Audit Plan
FY 2026/27

Subject

Approve the General Auditor’s Internal Audit
Plan for Fiscal Year (FY) 2026/27

Purpose

Provide a summary of the Internal Audit Plan
for KY 2026/27

Next Steps

Submit the Internal Audit Plan for Board
approval



Internal
Audit Plan
FY 2026/27

Department Overview .1

Strengthen Metropolitan’s
ability to create, protect, and
sustain value

Provide independent, risk-based,

and objective assurance, advice,
insight, and foresight

Evaluate governance, risk
management, and internal control
processes




Audit Risk Assessment Process (.2-3)

1. Understand the organization
2. ldentify, assess, and prioritize risks

3. Coordinate with other assurance providers

4. Estimate resources and identify engagements

5. Propose the audit plan and solicit feedback

[ 8. Update the audit plan as appropriate and communicate changes J




Audit Risk Assessment Summary (p. 4-5)

HIGHER

TIME
TO  MODERATE

CAUSE

Engineering

) Operational Safety & Regulation
External Affairs Administrative Services
Sustainability, Resilience & Innovation Land Management

Ethics Finance Water Resource Management

Diversity, Equity & Inclusion Bay Delta Initatives
Board of Directors

Equal Employment Opportunity

y . General Counsel
Environmental Planning

Board Support Services

MODERATE HIGHER
IMPACT




Audit Risk Assessment Summary (p. 5)

Board Support Services

Human '
Engineeﬂng

Operational Safety & Regulation
External Affairs Administrative Services

Sustainability, Resilience & Innovation Land Management

Ethics Finance Water Resource Management

Diversity, Equity & Inclusion Bay Delta Initatives
Board of Directors

Equal Employment Opportunity

3 ~ General Counsel
Environmental Planning
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Service Portfolio (.6)

= Operational & Compliance Audits

|:| Information Technology Audits
Q Advisory Services

(\' Follow-up Reviews

a Administration & Other Services
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FY 2026/27

New Kngagements (p.7-8)

°
-_

=yl Operational & Compliance Audits

1. Local Resources Program
2. Chemical Safety

[_] Information Technology Audits

11. Access Control Management
12. Data Protection
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Y 2026/27

Carryforward Eingagements (p.7-8)

Third-Party MOUs
Conservation Programs
P-Card Program
Security Contract
Real Estate
Recruiting
State Audit Follow-up
10. Power Operations & Planning

[_] Information Technology Audits

13. IT Governance

Operational & Compliance Audits
3
4
S
6
7/
8
9.
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Audit Plan
FY 2026/27

Artificial Intelligence

Knowledge Transfer

Safety Equipment Purchase

Colorado River Water Users Association Review
Enterprise Risk Management

. Enterprise Content Management
. Grants

. METCON

. WINS

. Oracle Services Procurement

Risk Oversight Committee (Power Operations &
Planning)
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FY 2026/27

(¥ Follow-up Reviews (p. 8)

« 20 Follow-up Reviews (estimate)

£ Administration & Other Services

« External Audit Support

 Department Initiatives

* Annual Risk Assessment & Audit Plan
 Board & Committee Support

« TeamMate+ Training/Functional Utilization

« Quality Assessment & Improvement Program
« On-Demand Advisory Services

* Directed Ad Hoc



Additional

Information

Assurance & Advisory Coverage .

Risk areas covered by planned engagements:

Access management Operational safety &
compliance

Application development Physical security
Artificial intelligence Power operations
Enterprise risk management Procurement
Governance Program performance

Grant compliance Real estate management

Information management State audit compliance

MOU administration Talent management



Additional

Information

Deferred Projects ¢.12)

Contract administrator
program

Contract solicitation
CRA reliability
Delegation of authority
Desert housing

District temporary/annuitant
usage

District vehicle assignment/use Program change management

Dual employment

Added to audit plan as resources/time become available:

Governance, risk, and
compliance platform

Interactive process
Interim promotions

Investigative process

IT project management

Offboarding process




Additional

Information

Resource Plan ¢.12)

a%a 11 audit professionals

Licenses/Certifications
@  Five CPAs
 Six ClAs

« Two CISAs

8,700 hours available




THE METRCPCHLITAN WA TER IN5 TRICT

OF SOUTHERN CALIFORMIA
General Auditor

Office of the General Auditor E::E:_ti-.i |

7/01/2026

Organization n v

Chart (p.13)

Deputy Auditor |




Additional

Information

Giocba
Internal Augi=
Standarcst

Standards . 14.16)

Section

Domain |
Standard 8.2
Standard 9.1

Standard 9.2
Standard 9.4

Standard 10.1
Standard 14.4

Title

Purpose of Internal Auditing

Resources

Understanding Governance, Risk Management,
Control Processes

Internal Audit Strategy
Internal Audit Plan

Financial Resource Management

Recommendations and Action Plans
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Project Team .10

|||“ﬂllll|

=
w
w



Internal
Audit Plan
Y 2026/27

Board Options
« Option #l

Approve the General Auditor’s Internal
Audit Plan for Fiscal Year 2026/27

 Option #2

Do not approve the General Auditor’s
Internal Audit Plan for Fiscal Year 2026/27



Internal

Audit Plan
FY 2026/27

Staft Recommendation
+ Option # 1

Approve the General Auditor’s Internal
Audit Plan for Fiscal Year 2026/27






, THE METROPOLITAN WATER DISTRICT
2 OF SOUTHERN CALIFORNIA

INFORMATION

Audit Committee

6/8/2026 Committee Meeting

7a
Subject

Discussion on Independent Auditor Macias Gini & O’Connell, LLP’s Fiscal Year 2025/26 Audit Plan

Executive Summary

This item will share information from the external auditor, hired to perform an independent audit of
Metropolitan’s financial statements and the Single Audit for Fiscal Year 2025/26.

Details & Background

An independent annual financial audit is required to be performed on Metropolitan’s financial statements
following each fiscal year-end. In addition, a Single Audit must be conducted when the District expends
$1 million or more in aggregate federal financial assistance during a fiscal year.

Before beginning the audits, the external audit firm presents its audit plan to the governing body or committee
with oversight responsibilities, in this case, the Audit Committee. Communicating the audit plan helps establish a
shared understanding of the audit’s purpose and scope, expected deliverables, the respective responsibilities of the
external auditor and management, the audit timeline, and the overall audit approach. This includes discussing
significant risks and areas of focus, as well as any emerging issues or accounting standards that may affect the
engagement.

The Office of the General Auditor serves as the contract administrator for the four-year independent external
auditor contract with Macias, Gini & O’Connell, LLP, which concludes with the fiscal year 2025/26 audit cycle.
This contract is for the performance of the annual independent audit of Metropolitan’s financial statements and, in
years when federal financial expenditures meet or exceed the applicable threshold, the Single Audit. Additionally,
it includes performing audits of the statements of cash receipts and cash disbursements for the Six Agency
Committee, the Colorado River Joint Powers Authority, and the Delta Conveyance Design and Construction
Activity.

Metropolitan’s Administrative Code Section 6450(e) requires the General Auditor to transmit all reports issued by
the District’s external auditors to the Audit Committee, including any comments on the external auditor’s reports
that the General Auditor deems necessary.
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Metropolitan Water
District of Southern
California

Audit Plan

June 8, 2026




FY 2025-26 Audit Plan:

We are pleased to present our audit plan to the Metropolitan Water District of Southern
California for the fiscal year ended June 30, 2026. This document provides an overview of the
external audits and new accounting standards that may impact Metropolitan.

We appreciate the opportunity to meet with you to discuss the audit plan, especially as a two-
way dialogue can provide valuable information for the audit process. We look forward to
working with you!

© 2025 MACIAS GINI & O'CONNELL LLP I I I G 0 2
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Fiscal Year 2025-26 Audit Plan

Communication, s,
Scope of Services and — 5 € o i
Deliverables | (- 3

© 2025 MACIAS GINI & O'CONNELL LLP

~AeNnr/a 1




Communication, Scope of Services and Deliverables

Communications at Planning
« Our Responsibilities
« Planned Scope and Timing of the Audit

Communications at Conclusion of the Audit

« Any violation of laws or regulations that come to our attention
 Our views relating to qualitative aspects of Metropolitan’s significant accounting
gra(itlces, including accounting policies, accounting estimates, and financial statement
isclosures

 Significant difficulties and/or disagreements with management, if any, encountered
during the audit

 Significant unusual transactions

- The potential effects of uncorrected misstatements on future-period financial
statements

« Other significant matters relevant to your responsibilities

© 2025 MACIAS GINI & O'CONNELL LLP I I I G 0 4

141



Communication, Scope of Services and Deliverables, Continued

(1) Metropolitan Water District of Southern California - Annual Comprehensive Financial Report
(2) Colorado River Joint Powers Authority - Statements of Cash Receipts and Disbursements
(3) Delta Conveyance Design and Construction Authority - Statements of Cash Receipts and Disbursements

(4) Six Agency Committee - Statements of Cash Receipts and Disbursements

Single Audit under OMB Uniform Guidance
(5) Audit of Federal grant expenditures exceeding $1 million

Other:
(6) Management Letter/Report to the Board

Potential Services:
GASB 103 Assistance
GASB 104 Assistance

© 2025 MACIAS GINI & O'CONNELL LLP I I I G 0 5
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Fiscal Year 2025-26 Audit Plan

Independent Auditor’s
and MWD
Management's
Responsiblities

© 2025 MACIAS GINI & O'CONNELL LLP




Independent Auditor’s Responsibilities

v Exercising professional judgment and maintaining professional skepticism throughout the audit

v Assessing the risk of material misstatement of the financial statements, whether due to fraud or
error, and designing audit procedures to respond to those risks

v Obtaining an understanding of internal control relevant to the audit in order to design audit
procedures (but not for expressing an opinion on the effectiveness)

v Evaluating the appropriateness of accounting policies used and the reasonableness of
accounting estimates made by management

v Concluding whether there are conditions or events that raise substantial doubt about
Metropolitan’s ability to continue as a going concern

v Reading other information and considering whether it is materially consistent with the financial
statements

v Communicating with those charged with governance the planned scope and timing of the audit,
significant audit findings, and certain internal-control related matters identified during the audit

© 2025 MACIAS GINI & O'CONNELL LLP I I I G O 7
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Management's Responsibilities

v Preparation and fair presentation of the financial statements in accordance with
U.S. GAAP

v Designing, implementing, and maintaining effective internal control over financial
reporting
v Informing us of its knowledge of any allegations for fraud or suspected fraud

v Evaluating whether there are conditions or events that raise substantial doubt
about Metropolitan’s ability to continue as a going concern

v Providing us with written representations

© 2025 MACIAS GINI & O'CONNELL LLP I I I G 0 8
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Fiscal Year 2025-26 Audit Plan

Audit Timeline
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Audit Timeline

Activity Jul Aug-Sep Oct

Periodic meetings and discussions with management and Audit
Committee (as appropriate)

Gather information to develop audit strategy, and determine nature
and scope of Testing

Perform tests of controls over significant transaction cycles
Conduct IT-specific audit procedures
Substantive audit procedures

Review the Trust draft financial reports and issue audit opinions

Review draft annual comprehensive financial report and issue audit
opinions

Audit results presentation to the Audit Committee

© 2025 MACIAS GINI & O'CONNELL LLP I I I G 0 10
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Fiscal Year 2025-26 Audit Plan

Audit Approach
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Financial Statement Audit Approach

Planning

. Document understanding of internal and external factors affecting Metropolitan

. Understanding and evaluating Metropolitan's internal control environment, accounting systems
and control procedures

. Perform risk assessment to determine the nature, timing and extent of audit procedures
. Develop and finalize audit plan, including audit procedures to address identified risks

Execution

. Performance of audit procedures and evaluation of results
. Review of financial statements and subsequent events

. Obtain management representations

. Development of organizational insights

Reporting

. Issue opinion on the Metropolitan’s financial statements under U.S. generally accepted auditing
standards and Government Auditing Standards

. Independent Auditor's Report on Internal Control over Financial Reporting and on Compliance

and Other Matters
. Required communications at the conclusion of the audit
. Management comments and recommendations

© 2025 MACIAS GINI & O'CONNELL LLP I I I G 0 12
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Significant Audit Areas

Management Override of Investments State Water Project/
Controls Participation Rights

Planned Response
- Understand the segregation of duties
over investing, recording, and reconciling

Planned Response

- Inquiries of individuals - Test financial transactions related to

- Test a sample of journal entries using a | : B participation rights, such as
targeted risk-based approach and data 1 Eva uTte compliance with policies and contributions, expenses and asset
mining software Stat‘e aw capitalization

- Test of manual adjustments and + Review documented approval of
topside entries purchases and sales by authorized

employees

Planned Response

- Identify risks and mitigation strategies
associated with Metropolitan’s
participation in the State Water Project

- Verify water allocation and usage

© 2025 MACIAS GINI & O'CONNELL LLP I I I G 0 13
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Significant Audit Areas, Continued

Capital Projects Long-Term Liabilities Water Inventory

Planned Response Planned Response Planned Response

- Identify significant capital projects and - Identify any new long-term liabilities for FY . Assess the design and effectiveness of
test significant transactions related to 2025/26 and understand the nature and internal controls over measurement,
financial reporting and project terms of the debt items reconciliation, and reporting
management - Confirm significant long-term liability - Assess water inventory costing

- Substantiate capital asset costs by balances methodology
examining supporting documentation - Review sample debt agreements and test - Examine year-end water inventory
such as invoices, contracts and job status compliance with loan covenants calculations
reports - Evaluate disclosures, including terms, . Perform analytical procedures and

- Select a sample of construction in interest rates, maturities and arbitrage compare reported water inventory with
progress (CIP) projects and determine if calculations prior periods
they properly classified as CIP, or if they - Investigate significant fluctuations in unit
should be reclassified as additions to cost

capital assets

© 2025 MACIAS GINI & O'CONNELL LLP I I I G 0 14
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Internal Audit Assistance

Integrated into
Audit Team

Planning to Reporting

« Information technology general control
testing

» Operational control assessment and
testing

* Substantive procedures

* Report support

© 2025 MACIAS GINI & O'CONNELL LLP

Year-round Involvement

Flexibility

» Scalable involvement from year to year

* Level and timing can be adjusted
based on Metropolitan’s available
resources

» Agreement with management during
planning

Training

Stay up-to-date
* Technical trainings
+ Use of MGO audit tools

MGO. :
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Single Audit

Planning

* Major program for FY 2026:

* ALN 15.504 — Water Recycling and Desalination Construction Programs
* Evaluate internal control design for each major program

Execution

* Test internal controls over compliance
e Sample testing over eligible costs, matching requirements, reporting and subrecipient monitoring
* Compliance testing under Office of Management and Budget (OMB) 2 CFR Part 200

Reporting

* Independent Auditor’'s Report on Compliance for Each Major Federal Program and Report on Internal Control Over
Compliance Required by the Uniform Guidance
* Schedule of Findings and Questioned Costs

© 2025 MACIAS GINI & O'CONNELL LLP I I I G 0 16
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Upcoming GASB Pronouncement

The following pronouncement is effective and applicable to Metropolitan for FY 2025/26

GASB 103 GASB 104

Financial Reporting Model Disclosure of Certain Capital Assets
Improvements

Effective for year end June 30, 2026 Effective for year end June 30, 2026

© 2025 MACIAS GINI & O'CONNELL LLP I I I G 0 17
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s THE METROPOLITAN WATER DISTRICT
2 OF SOUTHERN CALIFORNIA

INFORMATION

Audit Committee

6/8/2026 Committee Meeting

7b
Subject

Overview of Enterprise Risk Management

Executive Summary

This item provides an overview of Enterprise Risk Management (ERM) and the Committee of Sponsoring
Organizations of the Treadway Commission’s (COSO) ERM Framework, an industry-wide framework that helps
organizations understand and manage risks by integrating risk management with strategy, performance, and
culture to support value creation and preservation.

Applicable Policy

Metropolitan Water District Administrative Code Section 6451(d)(9)
Details and Background

This is an educational item to inform board members about contemporary subjects, including governance, risk
management, internal control, fraud, and other areas of interest.

COSO developed an ERM framework to help organizations improve their risk management approach,
emphasizing the importance of risk considerations in strategy setting and performance management. COSO’s
executive summary of its ERM framework is provided in Attachment 1. This ERM framework is related to
COSO’s companion Internal Control — Integrated Framework, which is designed to help organizations establish,
evaluate, and enhance internal controls.

Administrative Code Section 6451(d)(9) requires the General Auditor to keep the Audit Committee informed of
significant emerging trends and best practices in internal auditing and governance.

Attachment 1 — COSO’s Enterprise Risk Management — Integrating with Strategy and
Performance — Executive Summary
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ST,

Committee of Sponsoring Organizations of the Treadway Commission

Enterprise Risk Management
Integrating with Strategy and Performance

Executive Summary

June 2017
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This project was commissioned by the Committee of Sponsoring Organizations of the
Treadway Commission (COSO), which is dedicated to providing thought leadership
through the development of comprehensive frameworks and guidance on internal
control, enterprise risk management, and fraud deterrence designed to improve organi-
zational performance and oversight and to reduce the extent of fraud in organizations.
COSO is a private sector initiative, jointly sponsored and funded by:

e American Accounting Association

e American Institute of Certified Public Accountants
¢ Financial Executives International

¢ Institute of Management Accountants

e The Institute of Internal Auditors

©2017 All Rights Reserved. No part of this publication may be reproduced, redistributed, transmitted, or displayed in any form or by any means
without written permission of COSO. P254469-01 0516
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Executive Summary

Foreword

In keeping with its overall mission, the COSO Board commissioned and published in 2004 Enterprise
Risk Management—Integrated Framework. Over the past decade, that publication has gained broad
acceptance by organizations in their efforts to manage risk. However, also through that period, the
complexity of risk has changed, new risks have emerged, and both boards and executives have
enhanced their awareness and oversight of enterprise risk management while asking for improved
risk reporting. This update to the 2004 publication addresses the evolution of enterprise risk
management and the need for organizations to improve their approach to managing risk to meet the
demands of an evolving business environment.

The updated document, now titled Enterprise Risk Management—Integrating with Strategy and
Performance, highlights the importance of considering risk in both the strategy-setting process and
in driving performance. The first part of the updated publication offers a perspective on current and
evolving concepts and applications of enterprise risk management. The second part, the Framework,
is organized into five easy-to-understand components that accommodate different viewpoints and
operating structures, and enhance strategies and decision-making. In short, this update:

e Provides greater insight into the value of enterprise risk management when setting and
carrying out strategy.

e Enhances alignment between performance and enterprise risk management to improve the
setting of performance targets and understanding the impact of risk on performance.

e Accommodates expectations for governance and oversight.

e Recognizes the globalization of markets and operations and the need to apply a common,
albeit tailored, approach across geographies.

e Presents new ways to view risk to setting and achieving objectives in the context of greater
business complexity.

e Expands reporting to address expectations for greater stakeholder transparency.

e Accommodates evolving technologies and the proliferation of data and analytics in sup-
porting decision-making.

e Sets out core definitions, components, and principles for all levels of management involved
in designing, implementing, and conducting enterprise risk management practices.

Readers may also wish to consult a complementary publication, COSQO’s Internal Control—
Integrated Framework. The two publications are distinct and have different focuses; neither
supersedes the other. However, they do connect. Internal Control—Integrated Framework
encompasses internal control, which is referenced in part in this updated publication, and therefore
the earlier document remains viable and suitable for designing, implementing, conducting, and
assessing internal control, and for consequent reporting.

The COSO Board would like to thank PwC for its significant contributions in developing Enterprise
Risk Management—Integrating with Strategy and Performance. Their full consideration of input
provided by many stakeholders and their insight were instrumental in ensuring that the strengths of
the original publication have been preserved, and that text has been clarified or expanded where

it was deemed helpful to do so. The COSO Board and PwC together would also like to thank the
Advisory Council and Observers for their contributions in reviewing and providing feedback.

Robert B. Hirth Jr.
COSO Chair

Dennis L. Chesley
PwC Project Lead Partner and Global
and APA Risk and Regulatory Leader
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Accountants
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Principal Contributors

Mitchell A. Danaher
Financial Executives International
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Executive Summary

The Changing Risk Landscape

Our understanding of the nature of risk, the art and science of choice, lies at the core of our
modern economy. Every choice we make in the pursuit of objectives has its risks. From day-to-
day operational decisions to the fundamental trade-offs in the boardroom, dealing with risk in
these choices is a part of decision-making.

As we seek to optimize a range of possible outcomes, decisions are rarely binary, with a right
and wrong answer. That’s why enterprise risk management may be called both an art and

a science. And when risk is considered in the formulation of an organization’s strategy and
business objectives, enterprise risk management helps to optimize outcomes.

Our understanding of risk and our practice of enterprise risk management have improved greatly
over the past few decades. But the margin for error is shrinking. The World Economic Forum

has commented on the “increasing volatility, complexity and ambiguity of the world.” That’s

a phenomenon we all recognize. Organizations encounter challenges that impact reliability,
relevancy, and trust. Stakeholders are more engaged today, seeking greater transparency and
accountability for managing the impact of risk while also critically evaluating leadership’s ability
to crystalize opportunities. Even success can bring with it additional downside risk—the risk of
not being able to fulfill unexpectedly high demand, or maintain expected business momentum,
for example.

Organizations need to be more adaptive to change. They need to think strategically about how
to manage the increasing volatility, complexity, and ambiguity of the world, particularly at the
senior levels in the organization and in the boardroom where the stakes are highest.

Enterprise Risk Management—Integrating with Strategy and Performance provides a
Framework for boards and management in entities of all sizes. It builds on the current level of
risk management that exists in the normal course of business. Further, it demonstrates how
integrating enterprise risk management practices throughout an entity helps to accelerate
growth and enhance performance. It also contains principles that can be applied—from
strategic decision-making through to performance.

Below, we describe why it makes sense for management and boards to use the enterprise

risk management framework,?> what organizations have achieved by applying enterprise risk
management, and what further benefits they can realize through its continued use. We conclude
with a look into the future.

Management’s Guide to Enterprise Risk Management

Management holds overall responsibility for managing risk to the entity, but it is important for
management to go further: to enhance the conversation with the board and stakeholders about
using enterprise risk management to gain a competitive advantage. That starts by deploying
enterprise risk management capabilities as part of selecting and refining a strategy.

Most notably, through this process, management will gain a better understanding of how the
explicit consideration of risk may impact the choice of strategy. Enterprise risk management
enriches management dialogue by adding perspective to the strengths and weaknesses of a
strategy as conditions change, and to how well a strategy fits with the organization’s mission
and vision. It allows management to feel more confident that they’ve examined alternative
strategies and considered the input of those in their organization who will implement the
strategy selected.

" The Global Risks Report 2016, 11th edition, World Economic Forum (2016).

2 The Framework uses the term “board of directors” or “board,” which encompasses the governing body, including
board, supervisory board, board of trustees, general partners, or owner.

June 2017 lllll 161



6/8/2026 Audit Committee Meeting 7b

Enterprise Risk Management | Integrating with Strategy and Performance

Attachment 1, Page 6 of 16

Once strategy is set, enterprise risk management provides an effective way for management to fulfill
its role, knowing that the organization is attuned to risks that can impact strategy and is managing
them well. Applying enterprise risk management helps to create trust and instill confidence in
stakeholders in the current environment, which demands greater scrutiny than ever before about
how risk is actively addressing and managing these risks.

The Board’s Guide to Enterprise Risk Management

Every board has an oversight role, helping to support the creation of value in an entity and prevent its
decline. Traditionally, enterprise risk management has played a strong supporting role at the board
level. Now, boards are increasingly expected to provide oversight of enterprise risk management.

The Framework supplies important considerations for boards in defining and addressing their
risk oversight responsibilities. These considerations include governance and culture; strategy and
objective-setting; performance; information, communications and reporting; and the review and
revision of practices to enhance entity performance.

The board’s risk oversight role may include, but is not limited to:

* Reviewing, challenging, and concurring with management on:

— Proposed strategy and risk appetite.

— Alignment of strategy and business objectives with the entity’s stated mission, vision, and
core values

- Significant business decisions including mergers acquisitions, capital allocations, funding, and
dividend-related decisions

— Response to significant fluctuations in entity performance or the portfolio view of risk.
— Responses to instances of deviation from core values.

e Approving management incentives and remuneration.

Questions for
manhagement

Can all of management—not just

the chief risk officer—articulate how
risk is considered in the selection of
strategy or business decisions? Can
they clearly articulate the entity’s risk
appetite and how it might influence a
specific decision? The resulting con-
versation may shed light on what the
mindset for risk taking is really like in
the organization.

e Participating in investor and stakeholder relations.

Over the longer term, enterprise risk management can also enhance
enterprise resilience—the ability to anticipate and respond to
change. It helps organizations identify factors that represent not just
risk, but change, and how that change could impact performance
and necessitate a shift in strategy. By seeing change more clearly,
an organization can fashion its own plan; for example, should it
defensively pull back or invest in a new business? Enterprise risk
management provides the right framework for boards to assess risk
and embrace a mindset of resilience.

What Enterprise Risk Management
Has Achieved

Boards can also ask senior man-
agement to talk not only about risk
processes but also about culture.

How does the culture enable or inhibit
responsible risk taking? What lens does
management use to monitor the risk
culture, and how has that changed? As
things change—and things will change
whether or not they’re on the entity’s
radar—how can the board be confident
of an appropriate and timely response
from management?

IIIII June 2017

COSO published Enterprise Risk Management—Integrated
Framework in 2004. The purpose of that publication was to help
entities better protect and enhance stakeholder value. Its underlying
philosophy was that “value is maximized when management sets
strategy and objectives to strike an optimal balance between growth
and return goals and related risks, and efficiently and effectively
deploys resources in pursuit of the entity’s objectives.”

3 Enterprise Risk Management—Integrated Framework, Executive Summary, COSO (2004).
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Since its publication, the Framework has been used successfully
around the world, across industries, and in organizations of all
types and sizes to identify risks, manage those risks within a
defined risk appetite, and support the achievement of objectives.
Yet, while many have applied the Framework in practice, it has
the potential to be used more extensively. It would benefit from
examining certain aspects with more depth and clarity, and by
providing greater insight into the links between strategy, risk, and
performance. In response, therefore, the updated Framework in
this publication:

e More clearly connects enterprise risk management with a
multitude of stakeholder expectations.

* Positions risk in the context of an organization’s
performance, rather than as the subject of an isolated
exercise.

e Enables organizations to better anticipate risk so they can
get ahead of it, with an understanding that change creates
opportunities, not simply the potential for crises.

This update also answers the call for a stronger emphasis on how
enterprise risk management informs strategy and its performance.

Benefits of Effective Enterprise Risk
Management

All organizations need to set strategy and periodically adjust it,
always staying aware of both ever-changing opportunities for
creating value and the challenges that will occur in pursuit of
that value. To do that, they need the best possible framework for
optimizing strategy and performance.

That’s where enterprise risk management comes into play.
Organizations that integrate enterprise risk management
throughout the entity can realize many benefits, including, though
not limited to:

e |ncreasing the range of opportunities: By considering all
possibilities—both positive and negative aspects of risk—
management can identify new opportunities and unique
challenges associated with current opportunities.

e |dentifying and managing risk entity-wide: Every entity faces
myriad risks that can affect many parts of the organization.
Sometimes a risk can originate in one part of the entity but
impact a different part. Consequently, management iden-
tifies and manages these entity-wide risks to sustain and
improve performance.

® |ncreasing positive outcomes and advantage while reduc-
ing negative surprises: Enterprise risk management allows
entities to improve their ability to identify risks and establish
appropriate responses, reducing surprises and related costs
or losses, while profiting from advantageous developments.

Attachment 1, Page 7 of 16
Executive Summary

Clearing up a few
misconceptions

We’ve heard a few misconceptions
about the original Framework since
it was introduced in 2004. To set the
record straight:

Enterprise risk management is not

a function or department. It is the
culture, capabilities, and practices that
organizations integrate with strate-
gy-setting and apply when they carry
out that strategy, with a purpose of
managing risk in creating, preserving,
and realizing value.

Enterprise risk management is more
than a risk listing. It requires more

than taking an inventory of all the risks
within the organization. It is broader and
includes practices that management
puts in place to actively manage risk.

Enterprise risk management
addresses more than internal control.
It also addresses other topics such as
strategy-setting, governance, commu-
nicating with stakeholders, and measur-
ing performance. Its principles apply at
all levels of the organization and across
all functions.

Enterprise risk management is not

a checklist. It is a set of principles on
which processes can be built or inte-
grated for a particular organization, and
it is a system of monitoring, learning,
and improving performance.

Enterprise risk management can be
used by organizations of any size. If an
organization has a mission, a strategy,
and objectives—and the need to make
decisions that fully consider risk—then
enterprise risk management can be
applied. It can and should be used by
all kinds of organizations, from small
businesses to community-based social
enterprises to government agencies to
Fortune 500 companies.
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e Reducing performance variability: For some, the challenge is less with surprises
and losses and more with variability in performance. Performing ahead of sched-
ule or beyond expectations may cause as much concern as performing short of
scheduling and expectations. Enterprise risk management allows organizations
to anticipate the risks that would affect performance and enable them to put in
place the actions needed to minimize disruption and maximize opportunity.

e |mproving resource deployment: Every risk could be considered a request for
resources. Obtaining robust information on risk allows management, in the face
of finite resources, to assess overall resource needs, prioritize resource deploy-
ment and enhance resource allocation.

e FEnhancing enterprise resilience: An entity’s medium- and long-term viability
depends on its ability to anticipate and respond to change, not only to survive
but also to evolve and thrive. This is, in part, enabled by effective enterprise risk
management. It becomes increasingly important as the pace of change acceler-
ates and business complexity increases.

These benefits highlight the fact that risk should not be viewed solely as a potential
constraint or challenge to setting and carrying out a strategy. Rather, the change that
underlies risk and the organizational responses to risk give rise to strategic opportunities
and key differentiating capabilities.

The Role of Risk in Strategy Selection

Strategy selection is about making choices and accepting trade-offs. So it makes
sense to apply enterprise risk management to strategy as that is the best approach for
untangling the art and science of making well-informed choices.

Risk is a consideration in many strategy-setting processes. But risk is often evaluated
primarily in relation to its potential effect on an already-determined strategy. In other
words, the discussions focus on risks to the existing strategy: We have a strategy in place,
what could affect the relevance and viability of our strategy?

But there are other questions to ask about strategy, which organizations are getting better
at asking: Have we modeled customer demand accurately? Will our supply chain deliver
on time and on budget? Will new competitors emerge? Is our technology infrastructure up
to the task? These are the kinds of questions that executives grapple with every day, and
responding to them is fundamental to carrying out a strategy.

However, the risk to the chosen strategy is only one aspect to consider. As this Framework
emphasizes, there are two additional aspects to enterprise risk management that can
have far greater effect on an entity’s value: the possibility of the strategy not aligning, and
the implications from the strategy chosen.

The first of these, the possibility of the strategy not aligning with an organization’s
mission, vision, and core values, is central to decisions that underlie strategy selection.
Every entity has a mission, vision, and core values that define what it is trying to achieve
and how it wants to conduct business. Some organizations are skeptical about truly
embracing their corporate credos. But mission, vision, and core values have been
demonstrated to matter—and they matter most when it comes to managing risk and
remaining resilient during periods of change.

I l I I I June 2017 164
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A chosen strategy must support the organization’s mission and vision. A misaligned strategy
increases the possibility that the organization may not realize its mission and vision, or may
compromise its values, even if a strategy is successfully carried out. Therefore, enterprise risk
management considers the possibility of strategy not aligning with the mission and vision of the
organization.

The other additional aspect is the implications from the strategy chosen. When management
develops a strategy and works through alternatives with the board, they make decisions on the
trade-offs inherent in the strategy. Each alternative strategy has its own risk profile—these are the
implications arising from the strategy. The board of directors and management need to determine
if the strategy works in tandem with the organization’s risk appetite, and how it will help drive the
organization to set objectives and ultimately allocate resources efficiently.

Here’s what’s important: Enterprise risk management is as much about understanding the
implications from the strategy and the possibility of strategy not aligning as it is about managing
risks to set objectives. The figure below illustrates these considerations in the context of mission,
vision, core values, and as a driver of an entity’s overall direction and performance.

STRATEGY,
MISSION, VISION & ; BUSINESS ENHANCED

PERFORMANCE

CORE VALUES ; OBJECTIVES, &
PERFORMANCE

o
9950y BorenS 2

Sy
/S'ffo <
Strategy & pert®

Enterprise risk management, as it has typically been practiced, has helped many organizations
identify, assess, and manage risks to the strategy. But the most significant causes of value
destruction are embedded in the possibility of the strategy not supporting the entity’s mission and
vision, and the implications from the strategy.

Enterprise risk management enhances strategy selection. Choosing a strategy calls for structured
decision-making that analyzes risk and aligns resources with the mission and vision of the
organization.
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A Focused Framework

Enterprise Risk Management—Integrating with Strategy and Performance clarifies the
importance of enterprise risk management in strategic planning and embedding it throughout
an organization—because risk influences and aligns strategy and performance across all
departments and functions.

ENTERPRISE RISK MANAGEMENT

N 4 Y 4

MISSION,VISION, STRATEGY BUSINESS IMPLEMENTATION ENHANCED

& CORE VALUES DEVELOPMENT OBJECTIVE & PERFORMANCE VALUE
FORMULATION

> \ A/ N\

Governance Strategy & Performance Review Information,
& Culture Objective-Setting & Revision Communication,

& Reporting

The Framework itself is a set of principles organized into five interrelated components:

: Governance sets the organization’s tone, reinforcing the
importance of, and establishing oversight responsibilities for, enterprise risk manage-
ment. Culture pertains to ethical values, desired behaviors, and understanding of risk
in the entity.

2. Strategy and Objective-Setting: Enterprise risk management, strategy, and
objective-setting work together in the strategic-planning process. A risk appetite is
established and aligned with strategy; business objectives put strategy into practice
while serving as a basis for identifying, assessing, and responding to risk.

3. Performance: Risks that may impact the achievement of strategy and business
objectives need to be identified and assessed. Risks are prioritized by severity in
the context of risk appetite. The organization then selects risk responses and takes
a portfolio view of the amount of risk it has assumed. The results of this process are
reported to key risk stakeholders.

4. Review and Revision: By reviewing entity performance, an organization can con-
sider how well the enterprise risk management components are functioning over time
and in light of substantial changes, and what revisions are needed.

5. Information, Communication, and Reporting: Enterprise risk management
requires a continual process of obtaining and sharing necessary information,
from both internal and external sources, which flows up, down, and across the
organization.

Illll June 2017
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The five components in the updated Framework are supported by a set of principles.* These princi-
ples cover everything from governance to monitoring. They’re manageable in size, and they describe
practices that can be applied in different ways for different organizations regardless of size, type,

or sector. Adhering to these principles can provide management and the board with a reasonable
expectation that the organization understands and strives to manage the risks associated with its
strategy and business objectives.

Governance Strategy & Performance Review Information,
& Culture Objective-Setting & Revision Communication,

& Reporting

1. Exercises Board Risk 6. Analyzes Business 10. Identifies Risk 15. Assesses Substantial 18. Leverages Information
Oversight Context 11. Assesses Severity Change and Technology

2. Establishes Operating 7. Defines Risk Appetite of Risk 16. Reviews Risk and 19. Communicates Risk
Structures 8. Evaluates Alternative 12. Prioritizes Risks Performance Information

3. Defines Desired Culture Strategies 13. Implements Risk 17. Pursues Improvement 20. Reports on Risk,

4. Demonstrates 9. Formulates Business Responses in Enterprise Risk Culture, and
Commitment Objectives 14. Develops Portfolio Management Performance

to Core Values

5. Attracts, Develops,
and Retains Capable
Individuals

View

Looking into the Future

There is no doubt that organizations will continue to face a future full of volatility, complexity, and
ambiguity. Enterprise risk management will be an important part of how an organization manages
and prospers through these times. Regardless of the type and size of an entity, strategies need

to stay true to their mission. And all entities need to exhibit traits that drive an effective response

to change, including agile decision-making, the ability to respond in a cohesive manner, and the
adaptive capacity to pivot and reposition while maintaining high levels of trust among stakeholders.

As we look into the future, there are several trends that will have an effect on enterprise risk
management. Just four of these are:

e Dealing with the proliferation of data: As more and more data becomes available and the
speed at which new data can be analyzed increases, enterprise risk management will
need to adapt. The data will come from both inside and outside the entity, and it will be
structured in new ways. Advanced analytics and data visualization tools will evolve and be
very helpful in understanding risk and its impact—both positive and negative.

e [everaging artificial intelligence and automation: Many people feel that we have entered
the era of automated processes and artificial intelligence. Regardless of individual beliefs,
it is important for enterprise risk management practices to consider the impact of these
and future technologies, and leverage their capabilities. Previously unrecognizable
relationships, trends and patterns can be uncovered, providing a rich source of information
critical to managing risk.

e Managing the cost of risk management: A frequent concern expressed by many business
executives is the cost of risk management, compliance processes, and control activities
in comparison to the value gained. As enterprise risk management practices evolve, it will
become important that activities spanning risk, compliance, control, and even governance
be efficiently coordinated to provide maximum benefit to the organization. This may
represent one of the best opportunities for enterprise risk management to redefine its
importance to the organization.

4 A fuller description of these twenty principles is provided at the end of this document.
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e Building stronger organizations: As organizations become better at integrating
enterprise risk management with strategy and performance, an opportunity to
strengthen resilience will present itself. By knowing the risks that will have the
greatest impact on the entity, organizations can use enterprise risk management
to help put in place capabilities that allow them to act early. This will open up new
opportunities.

In summary, enterprise risk management will need to change and adapt to the future

to consistently provide the benefits outlined in the Framework. With the right focus, the
benefits derived from enterprise risk management will far outweigh the investments and
provide organizations with confidence in their ability to handle the future.
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Components and Principles

1.

10.

1.
12.
13.
14.
15.

16.

17.

18.

19.

20.

Exercises Board Risk Oversight—The board of directors provides oversight of the strategy
and carries out governance responsibilities to support management in achieving strategy and
business objectives.

Establishes Operating Structures—The organization establishes operating structures in the
pursuit of strategy and business objectives.

Defines Desired Culture —The organization defines the desired behaviors that characterize the
entity’s desired culture.

Demonstrates Commitment to Core Values—The organization demonstrates a commitment
to the entity’s core values.

Attracts, Develops, and Retains Capable Individuals—The organization is committed to
building human capital in alignment with the strategy and business objectives.

Analyzes Business Context—The organization considers potential effects of business context
on risk profile.

Defines Risk Appetite—The organization defines risk appetite in the context of creating,
preserving, and realizing value.

Evaluates Alternative Strategies—The organization evaluates alternative strategies and
potential impact on risk profile.

Formulates Business Objectives—The organization considers risk while establishing the
business objectives at various levels that align and support strategy.

Identifies Risk—The organization identifies risk that impacts the performance of strategy and
business objectives.

Assesses Severity of Risk—The organization assesses the severity of risk.

Prioritizes Risks—The organization prioritizes risks as a basis for selecting responses to risks.
Implements Risk Responses—The organization identifies and selects risk responses.
Develops Portfolio View—The organization develops and evaluates a portfolio view of risk.

Assesses Substantial Change—The organization identifies and assesses changes that may
substantially affect strategy and business objectives.

Reviews Risk and Performance—The organization reviews entity performance and considers
risk.

Pursues Improvement in Enterprise Risk Management—The organization pursues
improvement of enterprise risk management.

Leverages Information Systems—The organization leverages the entity’s information and
technology systems to support enterprise risk management.

Communicates Risk Information—The organization uses communication channels to support
enterprise risk management.

Reports on Risk, Culture, and Performance—The organization reports on risk, culture, and
performance at multiple levels and across the entity.
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A full version of Enterprise Risk Management—Integrating with Strategy and Performance can be
purchased by visiting the www.coso.org website.
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Item 7b

Overview of
ERM

Subiject

Overview of Enterprise Risk Management

Purpose

Provide an overview of Knterprise Risk
Management (ERM) and COSO’s ERM
Framework, which helps organizations
understand and manage risks.



Overview of
ERM

What is Fnterprise Risk Management?
» ldentitying Risks

« Understanding Risks

« Managing Risks

« Mitigating Risks

» Monitoring Risks

A




Overview of
ERM

ERMIS
Q More than
a risk listing

0 More than
internal control

Q Versatile

department
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ERM Benetits

» ldentify new opportunities
 Improve performance
» Reduce performance variability

 knhance efficiency and enterprise
resilience




Overview of
ERM

The Board and ERM

« Risk oversight

- Strategy and risk appetite
« Management incentives and remuneration

« Stakeholder relations
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Management and KERM

 Accountable for managing risks
« kknhance ERM conversations
« [ixamine alternative strategies

« Build trust and instill confidence
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Internal Audit and ERM

Advises the board & management
Ivaluates *RM process

Reviews risk reporting

Assesses alignment of risks with
strategies

Recommends improvements

Build or maintain the ERM
framework

Set risk appetite or strategy

Own or manage risks

Make risk decisions for
management

Operate controls or take on
management responsibility
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COSO EKRM -

Integrating with Strategy & Performance Framework

Five Interrelated Components

0600

Governance | Strategy & | Performance Review Information,

& Culture Objective- & Revision |Communication,

Setting & Reporting

Source: COSO
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EERM Future

« Proliferation of data
« Al and automation
» (ost of risk management

 Stronger organizations
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Key Takeaways

» Distinct roles
» Integrate with strategy

» knhances performance and resilience




Overview of

ERM | (Juestions?







s THE METROPOLITAN WATER DISTRICT
t OF SOUTHERN CALIFORNIA

INFORMATION

Audit Committee

6/8/2026 Committee Meeting

Tc
Subject

Discussion on Advisory Brief — Rapid Review: Deepfakes [Any discussion of threats to public services or
facilities to be heard in closed session; conference with Charles Eckstrom, Group Manager of Information
Technology, Jacob Margolis, Director of Info Tech Services, and Scott Suzuki, General Auditor — may be heard
in closed session pursuant to Gov. Code Section 54957(a)]

Executive Summary

This report on Deepfakes includes information that may involve a threat to public services or facilities. If
requested, this item will be called for a discussion in closed session in order to discuss with security operations
management matters posing a threat to public services or facilities.

Details & Background

See Item 2a, Details & Background, Final Reports Issued.
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