


































































































































































































































































































































































































































































Based on the comparative analysis of the top five near-term 

risks across seven global regions, several important patterns 

and regional nuances emerge that offer valuable insights into 

how geography shapes risk perception and prioritization. 

Cyber threats are the most universally recognized concern, 

ranking in the top five for six of the seven regions and 

occupying the top spot in North America, Latin America, 

Europe and India. As with the industry groupings we 

examined, this widespread prioritization reflects the global 

nature of cyber risk. Interestingly, Australia and New 

Zealand did not rank cyber threats in their top five, likely due 

to the respondents in that region being heavily concentrated 

in government (57%) and mining (26%), indicating a different 

prioritization of relative risks in those sectors. 

As with the industry groupings, third-party risks also show 

broad concern, appearing in the top five for six regions. 

North America, Europe and India rank it as their second­

highest risk, highlighting its strategic importance in these 

regions. The presence of this risk in Latin America, the 

Middle East and Africa, and Australia and New Zealand 

suggests that supply chain vulnerabilities and partner 

dependencies are a shared global challenge, though the 

intensity of concern varies. 

Regional differences become more pronounced when 

examining risks tied to technology adoption and workforce 

transformation. Latin America, Asia, India, and Australia and 

New Zealand all rank the need to upskill/reskill in response 

to emerging technologies within their top three, suggesting 

a strong regional focus on digital capability building. In 

contrast, this risk does not appear in the top five for North 

America or Europe, which may reflect more mature digital 

capabilities. However, concerns about talent and labor 

availability are high in Europe. 

Other notable divergences include the emergence of Al­

related risks, which are ranked highest in Australia and 

New Zealand (the top risk) and appear in the top five for 

North America, Latin America, the Middle East and Africa, 

and Asia. This suggests global concern about unintended 

consequences of Al deployments, though the degree of that 

concern varies. Meanwhile, concerns regarding economic 

conditions and inflationary pressures are more prominent 

in the Americas and Australia and New Zealand. 

Overall, while some risks - like cyber threats and third­

party dependencies - are globally recognized, others reflect 

regional distinctions in viewing economic uncertainties, 

technological maturity and regulatory environments. 

These insights underscore the importance of tailoring ERM 

strategies to regional contexts while maintaining a global 

view on systemic risks. 

/ 

Whi le  some risks - l ike cyber  th reats 
and  th i rd-party dependenc ies - are 
g loba l ly recogn ized, othe rs ref lect 
reg iona l  d i st inctions i n  viewing  
economic u ncertaint ies, techno log ica l  
matu rity and  regu latory environments. 
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The following table summarizes the top five risks across the different categories of organizational size. 

Table 11: Top five near-term risks - by organization size 

Risks 

Cyber threats I 
Third-party risks 

Adoption of new and emerging technologies elevating the need 
to upskil l/reskill our workforce 

Emergence of new risks from implementing Al 

Operations and legacy IT infrastructure unable to meet 
performance expectations 

Economic conditions. including inflationary pressures 

Ski l ls and talent acquisition and retention, leadership 
development and succession planning 

Largest 
organizations 

2 

3 

5 

4 

Medium-to-large 
organizations 

2 

4 

3 

5 

Note: T he number in each cell indicates the rank order of the top five risks by each group of organizations. 

Small-to-medium 
organizations 

4 

5 

Smallest 
organizations 

5 

4 

3 
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Based on the analysis of risk perceptions across four 

organizational size categories, several key insights emerge 

that highlight both shared concerns and distinct priorities 

shaped by scale and complexity. 

Once again, cyber threats are the most universally 

recognized risk. Being ranked the top risk across all four 

size categories underscores the pervasive nature of 

cybersecurity concerns, regardless of organizational scale. 

Also, third-party risks are prominent among all categories 

except for the smallest organizations (in fact, the risk 

does not appear in their top five). Larger companies likely 

have more complex vendor networks and outsourcing 

arrangements, making them more vulnerable to disruptions 

or reputational damage stemming from external partners. 

Our findings suggest that while some risks are universal, 

others are shaped by the structural realities of organization 

size, resource availability and strategic complexity. 

For example, the results for economic conditions and 

inflationary pressures may reflect greater sensitivity to 

margin pressures and resource constraints among midsized 

and smaller entities. Similarly, the results for skills and 

talent acquisition and retention suggest that workforce 

challenges are particularly acute in medium-to-large and 

the smallest organizations, possibly due to competition for 

specialized talent or succession planning concerns. 

Interestingly, technology-related risks, including the need 

to upskill for emerging technologies and the risks associated 

with Al implementations, are more widely recognized among 

the largest and smallest organizations. Large organizations 

are likely to face pressure to innovate at scale, while small 

organizations may be grappling with how to adopt new 

technologies without the benefit of deep internal expertise. 

I
Be ing ran ked the top risk 
across al l four size categories 
undersco res the pervasive natu re 
of cybersecu rity concerns, 
regard l ess of organ izationa l  scale . 
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In addition to obtaining an understanding of near-term concerns, we also asked respondents 

to select from a list of 12 risk themes what they believe represent the top three risk areas 

their organizations are likely to consider most when evaluating strategies and making 

investments over the next 10 years. We formulated the risk themes considering the 28 

specific risk areas we examined over the near-term to simplify the survey participants' long­

term risk assessment. 

Participants provided a rank-ordered list of their top three risk themes important to their 

organization over a 10-year time horizon. Figure 7 shows the risk themes listed in rank order 

based on the frequency that each risk theme was included in the respondents' top three 

choices. This list provides an indication of what our 1,540 respondents perceive to be their 

organization's most significant long-term risk concerns in light of their organization's business 

model and strategy. 

Figure 7: Long-term risks 

Customers and come_etition 

Security and privacy 
··�•.¥....: 

Al deployments 

Markets and economies 

Talent challen_g_es 
32% 

Sustainabili
l :rm 

Or_g_anizational resilience and culture 
25% 

Supply chains and third-party ecosystems 
19% 

Geopolitical challenges 

Other technolo_g_ies and market forces 

Quantum computing 

Decline of the U.S. dollar as the currency of choice 

Percentages reflect frequency with which each area was selected among the top three. 
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Based on the rank-ordered list of long-term risk themes, 

here are several key insights that would be particularly 

valuable for boards and executive teams to monitor and 

discuss as they look out over the next decade: 

• Strategic focus on market positioning and trust: The top

four long-term concerns - customers and competition,

security and privacy, Al deployment, and markets and

economies - reflect a clear emphasis on maintaining

competitive relevance and stakeholder trust in a rapidly

evolving digital landscape. Executives are signaling that

long-term strategy must prioritize customer experiences,

data protection and responsible innovation. These themes

are deeply interconnected with an emphasis on growth,

market share and brand credibility.

• Talent and technology as dual enablers - and risks: Talent

challenges combined with Al deployment both rank highly, 

suggesting that the workforce implications of emerging

technologies are persistent long-term as well as near-term

concerns. The dual focus on enabling tools and potential

risks implies that long-term investments must include

robust workforce development, responsible Al governance

and cultural transformation to support innovation.

• Broader systemic risks are rising - but unevenly

prioritized long-term: Themes like sustainability,

organizational resilience, supply chains and geopolitical

challenges reflect growing awareness of systemic

disruptions - from climate change to global instability.

However, their lower rankings suggest that while

these risks are acknowledged, they may not yet be

fully integrated into strategy setting and execution.

Management and boards should consider whether these

areas are underweighted in current risk frameworks,

especially given their potential to reshape markets and

supply chains long-term.

• Emerging and peripheral risks require strategic foresight:

Risks such as quantum computing and the potential decline

of the U.S. dollar are currently viewed as peripheral with

their low prioritization. Nonetheless, forward-looking

organizations should monitor these developments and

consider scenario planning to ensure strategic agility as the

question of their relevance and potential impact is clarified.

If either of these developments become a reality, it will be

too late for the unprepared.

These insights suggest that a long-term view of risk is 

truly strategic and must encompass market positioning, 

technological expansion, workforce transformation and 

systemic resilience so that new opportunities and emerging 

risks are not overlooked. This forward-thinking approach 

helps executive teams adapt more quickly to shifts in 

the external environment through better anticipation 

of market trends and technological advancements, 

challenging underlying strategic assumptions, formulating 

plausible as well as extreme scenarios, stress testing 

strategic alternatives, and making more informed 

decisions about resource allocation, capability building and 

prioritizing investments. Such vigilance is table stakes in 

the C-suite and boardroom. 
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Table 12: Top three long-term risks - by executive position* 

Markets and economies 

Customers and competition 

Security and privacy 

Talent chal lenges 29% 

Sustainabil ity 15% 

Percentages reflect frequency with which each area was selected among the top three. The top three areas for each executive role are highlighted in blue (ties included). 

• Does not include 3 roles (CSO, COO, CLO) for which there were low numbers of responses, and does not include the OCS group.

Directors and most C-suite leaders share concerns about long-term Al deployment risks and potential impacts 

from shifting markets and economies. The same thing can be said regarding concerns related to customers 

and competition, with the exception of COOs, CIOs/CTOs and CISOs, who prioritize data, technology and 

market dynamics - in that order. Interestingly, CEOs and board members focus more on talent challenges 

than other members of the C-suite, recognizing the importance of talent to organizational success. Effective 

strategic oversight at the highest level requires a comprehensive approach to talent management to ensure the 

organization has the right people in place to execute its shared vision and address future challenges. 

30% 

14% 
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Table 13: Top three long-term risks - by industry group 

Al deployments 

Markets and economies 

Customers and competition 

Susta inabil ity 25% 

Supply chains and third-party ecosystems 8% 

Organizational resilience and culture 25% 2
4

% 25% 23% 29% 18% 

Talent challenges 25% 30% 33% 31% 32% 30% 

Percentages reflect frequency with which each area was selected among the top three. The top three areas for each industry group are highlighted in blue. 

Three industry groups place higher emphasis on 

sustainability matters: 

• Many governments prioritize sustainability matters over 

commercial sectors due to their public accountability, 

regulatory authority, commitment to long-term 

stewardship and the need to address pressing global 

challenges. By leading the way, they can create a 

framework that encourages commercial sectors to adopt

responsible sustainability practices.

• The Energy and Utility sector's elevated focus on 

sustainability is driven by responses from our 70

respondents representing non-U.S. companies due to the 

scale of their environmental impact, regulatory pressures, 

resource management challenges, stakeholder expectations 

and the essential nature of their services. By prioritizing 

sustainability, these companies not only comply with legal 

and societal demands but also secure the viability of their 

long-term market permission to operate. 

• Companies in Aerospace and Defense are driven by 

regulatory compliance, market demands, technological

advancements and the need to sustain long-term viability. 

Given the commercial airline sector's cross-border 

operations, a sustainability focus makes sense because of

requirements across the globe.

Energy and Utility companies emphasize supply chains 

and third-party ecosystems to drive efficiencies due to 

the complexity of their operations that encompass various 

interconnected stages, including extraction, generation, 

transmission, distribution and retail. The integration of smart 

grid technologies and the Internet of Things necessitates 

collaboration with various technology providers and service 

partners. In addition, these companies are increasingly 

focused on sustainability and reducing their carbon 

footprints, which often involves working with suppliers and 

third parties that share similar goals and practices. 
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Table 14: Top three long-term risks - by geographic region 

privacy 

Customers and 
competition 

Markets and 
economies 

Al 
deployments 

Sustainabil ity 

Talent 
challenges 

28% 36% 27% 

Percentages reflect frequency with which each area was selected among the top three. The top three areas for each geographic region 
are highl ighted in blue. 

Two regions place a higher priority on sustainability matters. 

• Middle East and Africa: Many Middle Eastern countries struggle with water scarcity and

desertification, while climate change brings extreme temperatures and unpredictable

weather. Traditional reliance on oil exports calls for economic diversification as

global energy demand shifts to renewables. Africa's large youth population is more

environmentally conscious. Many nations in the Middle East and Africa region have 

joined international climate change agreements because of mutual interest in compelling 

developed economies to reduce carbon emissions. 

• Australia and New Zealand: This year's concentration of the region's respondents in

government and mining is the likely reason for the stronger emphasis on sustainability.

Asia places a higher priority on talent challenges, likely because of demographic trends (aging 

population). Other factors include economic growth priorities, competitive pressures for 

talent with Western economies and the need for innovation. 

Table 15: Top three long-term risks - by organization size 

Al deployments 

Security and privacy 

Markets and economies 

Talent challenges 

Results across organization size are reasonably consistent. The largest organizations report a 

slightly stronger focus on markets and economies, and the smallest, to no surprise, recognize 

talent challenges as a top long-term risk. 
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We asked respondents to identify the top three strategic 

investment priorities, in rank order, in which their 

organizations are likely to invest the most over the next two 

to three years given the opportunities and risks our report 

has highlighted. We provided a list of 12 investment areas 

that relate to some of the strategic and operational near­

term risk issues our survey examined. 

Figure 8 shows the number of times each investment area 

was included among the top three choices by the 1,540 

respondents. 

Figure 8: Top strategic investment priorities 

C
y

bersecur
g 

Business process improvements 

Infrastructure modernization 

Data privacy 

Customer ex
i

erience 

Human capital management and workforce ski l l ing 

Regulatory compliance infrastructure 

Advanced data analytics 

Third
-p

arty mana
ge

ment 

Supply chain management 

Sustainabili!Y_ initiatives 

Crisis mana
c

t 

20% 

m 

m 

Percentages reflect frequency with which each area was selected among the top three. 

Executive Perspectives on Top Risks and Opportunities 46 

I
Protiviti 

3/9/2026 Audit Committee Meeting 7f Attachment 2, Page 46 of 55

236



The consensus in the overa l l  results confi rms that leaders 

are focusing on resilience, relevance and execution. 

Capital is being dedicated to fixing the operational core, 

ensuring security compliance and bu i ld ing the necessary 

infrastructure to scale Al and other advanced d igita l 

capabi l ities. With data privacy and customer experience 

ranked fourth and fifth, respectively, the propensity to invest 

in a l l  of these areas suggests that many leaders are thinking 

and acting digital ly. The overa l l  survey results define the 

basel ine investment thesis, clustering the top priorities into 

a clear hierarchy of foundational needs, operational levers 

and growth engines. 

As organ izations adopt Al and connect more devices, the 

su rface area for attacks expands exponential ly, making 

cybersecurity the h ighest-priority non-d iscretionary area of 

spending. It is a fiduciary obligation and brand protection 

necessity. The h igh ranking of data privacy reinforces 

this defensive posture. With regu latory shifts l ike GDPR 

in the EU and CCPA in Cal ifornia, investment in  privacy 

infrastructure is seen as inseparable from security, forming a 

comprehensive digital defense layer. 

In tandem, infrastructure modernization is another 

investment priority. Legacy systems cannot support 

the computational demands of Al ,  the data volumes of 

modern operations or the speed requ i red for competitive 

redeployment. Evolving the infrastructure is therefore the 

necessary antecedent investment that un locks the value of 

cybersecurity (security-by-design), process automation and 

d igital disruption. 

The high prioritization of business process improvements 

confirms that investment focus is being d i rected to 

operational leverage. Process automation and enhanced 

decision-making offer the most d i rect path to realizing ROI 

from Al and automation tools. This i nvestment is a imed 

squarely at removing friction, accelerating cycles, lowering 

the cost-to-serve (reducing labor costs) and speeding up 

quality decision-making. 

While human capital management and workforce skilling 

ranks sixth overa l l ,  its high prioritization by roles such as 

the CHRO and in labor-intensive industries demonstrates 

it is the critical bridge investment and an essentia l  

ind icator of strategic a l ignment. Organ izations wisely 

recognize that defensive and infrastructural spending 

and process improvements are useless without the 

human capita l to manage the new systems and d rive the 

change. This spending acts as an enabling investment to 

ensure the benefits of technology investments are fu l ly 

real ized. Organizations that fai l  to a l ign their investments 

with aggressive talent upski l l i ng wi l l  risk turning capita l 

expenditures into potential ly high-risk, low-return assets. 

As a top five priority, customer experience clearly 

demonstrates that even amid intense defensive spending, 

executives are dedicating budget to market d ifferentiation 

and revenue growth. I mproving customer experiences is 

the primary external-facing metric of the fi rm's overa l l  

d igital maturity. That focus drives foundational investments 

channeled toward improving customer-facing processes and 

creating demonstrable customer value. 
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Table 16: Top three strategic investment priorities - by executive position* 

Busi ness process improvements 

Customer experience 

I nfrastructure modernization 

Data privacy 7% 

Human capital management and workforce ski l l ing 23% 33% 

Regulatory compliance infrastructure 20% 17% 

Percentages reflect frequency with which each area was selected among the top three. Top three areas for each executive role are highlighted in blue (ties included). 

• Does not include 3 roles (CSO, COO, CLO) for which there were low numbers of responses, and does not include the OCS group.

Strategic priorities diverge significantly when viewed 

through the lens of functional accountability, reflecting the 

primary duties and immediate pressures of each C-suite role. 

The roles responsible for high-level strategy and overall 

outcomes - board members and CE Os - exhibit a strong 

focus on business process improvements and human 

capital, followed by customer experience. 

• The CEO and board prioritize execution and impact.

The focus is on how the organization operates and the 

capability of the team to deliver superior outcomes. They

delegate the primary technical defense to the C FO and

C IO/CTO, but demand results in operational excellence.

The executives responsible for protecting the balance sheet 

and ensuring operational stability have a distinctly defensive 

investment profile. 

• The top investment priorities for CFOs and COOs are

aligned: data privacy, cybersecurity and infrastructure

modernization. This is a clear "protect the fortress"

strategy. For the C FO, these are non-negotiable costs of

fiduciary duty. For the COO, system stability and data

integrity are prerequisites for reliable operations. The

relative de-prioritization of growth-related spending

(like customer experience) shows a current preference

for operational integrity over immediate expansion.
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• CIOs/CTOs and CISOs also prioritize data privacy, 

cybersecurity and regulatory compliance. This is a profi le 

dominated by the technical defense layer. They recognize 

that the pressures of d igital deployment necessitate 

a robust, compliant foundation to manage increasing 

complexity and fragmented regulatory oversight. 

• CROs and CAEs focus on cybersecurity and business 

process improvements. The oversight and control 

functions are interested in the areas most critica l for 

risk reduction and assurance: securing the system and 

ensuring the underlying processes and platforms are 

relevant, stable, rel iable and resi l ient. 

Table 17: Top three strategic investment priorities - by industry group 

I nfrastructure modernization 

Business process improvements 

Data privacy 

Customer experience 

Supply chain management 18% 10% 

Regulatory compliance infrastructure 30% 19% 19% 

Sustainabil ity initiatives 21% 9% 19% 

Percentages reflect frequency with which each area was selected among the top three. The top three areas for each industry group are highlighted in blue. 

• The CHRO is the only executive to lead with human capital 

management and skilling as their top strategic investment 

priority, fol lowed by business process improvements 

and infrastructure modernization. This is a sophisticated 

understanding of the value chain: The best investment is 

in employees, who will then optimize the processes with a 

strong focus on operational improvements. 
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An industry context defines the most pressing investment 

priority, shaped by the sector's regulatory environment, 

asset base and customer engagement model. Industries 

dealing with highly sensitive data or critical infrastructure 

place an existential premium on defense. 

• Financial Services and Technology, Media and

Telecommunications: Both include cybersecurity, data

privacy and business process improvements in their

top three strategic investment priorities. For Financial

Services, this investment focus protects customer

assets and system integrity. For Technology, Media and

Telecommunications, it protects proprietary I P  and

product platforms.

• Government: The Government sector leads with data

privacy, prioritizing the protection of citizen data

and public trust over all other areas. This is followed

by infrastructure modernization and sustainability

initiatives, confirming the urgent need to replace legacy

technology and manage cyber threats.

Sectors relying on vast physical assets and complex logistics 

prioritize the underlying platforms. 

• Manufacturing and Distribution and Energy and Utilities:

Both rank infrastructure modernization as a high priority. 

This is the prerequisite for deploying any smart factory, grid

optimization or supply chain tracking technology. Without

a modern infrastructure backbone, automation efforts are

at risk of being stalled. Manufacturing and Distribution

also includes business process improvements and supply

chain management, focusing on efficiency and protecting

operational technology systems. Energy and Utilities

follows with regulatory compliance infrastructure and

supply chain management.

Customer- and patient-centric industries focus their 

primary investment on improving the experience and 

delivery of services. 

• Consumer Products and Services: Leads with customer

experience, the clearest revenue driver. This is followed

by cybersecurity to protect brand trust and supply

chain management to ensure product availability. This

investment focus is designed for brand growth and

fulfillment.

• Healthcare and Not-for-Profit/Higher Education: Both

prioritize business process improvements and customer

experience as top investments. In these environments, 

this focus offers an effective strategy to combat 

administrative inefficiencies and optimize resource 

deployment. These are followed by cybersecurity for 

Healthcare and infrastructure modernization for Not-for­

Profit/Higher Education, confirming a universal focus on 

streamlined service delivery. 

Overall, our survey results identify three critical, 

interlocking insights for investment strategy over the next 

two to three years. 

• T he inseparability of defense and transformation:

The data shows a unified, three-part digital foundation

investment: cybersecurity, data privacy and

infrastructure modernization. These three areas must be

funded and executed as a single, coherent program, not

as siloed departmental budgets. Failure in any one area

- a cyber breach, a privacy violation, a system outage or

an inability to innovate in a rapidly evolving marketplace

- will neutralize gains made in process or customer

experience improvements. Investment in this digital

foundation is now the core enabler of transformation,

not a separate cost center.
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• T he bottleneck of talent skilling: While human capital 

management and workforce skilling ranks sixth overall, 

it functions as a strategic bottleneck for the entire 

investment portfolio. Technology systems are being 

funded and processes are being reimagined as disruptive 

innovation continues, but the people required to 

operate and optimize the new systems and processes 

are a mid-tier priority. Organizations must prioritize 

human capital management in planning transformation 

initiatives. Skilling should be viewed as an expedited 

prerequisite for achieving ROI in process improvements 

and enhancing customer experiences. The true value of a 

large infrastructure investment is only realized when the 

workforce can fully utilize the new capabilities, demanding 

a proportional investment in human capital and workforce 

development to capture the expected value and returns. 

• The shift from project-based to platform investment: 

The high ranking of infrastructure modernization (and 

its elevation as a near-term risk) suggests executives 

are recognizing the limits of tactical, project-based IT 

spending. The move to modern infrastructure (cloud, 

modular systems, centralized data platforms) is a 

commitment to a platform-based operating model. This 

platform approach facilitates continuous business process 

improvements and provides a robust engine for advanced 

data analytics, which, while a mid-tier investment priority, 

is the long-term engine for competitive differentiation. 

Executives must ensure their infrastructure 

modernization investments are guided not just by cost 

savings, but also by the ability to iterate and scale new Al­

driven processes rapidly. 

In summary, the most successful organizations over the next 

two to three years will be those that master the alignment 

between their defensive and offensive investments, secured 

by a dedicated and upskilled workforce. 

/ 

Organ izations must prio ritize human 
cap ita l management i n  p lann ing 
transformat ion in it iatives. Ski l l i ng 
shou ld be viewed as an expedited 
pre requ i site for ach ieving RO I 
in process imp rovements and 
enhanc i ng customer experiences. 
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Closing comments 
The results of this year's survey of 1,540 board members and C-suite 

executives reveal optimism about growth opportunities despite economic, 

workforce and technological challenges. The findings emphasize that 

organizations must pursue strategic growth and business resilience together 

in today's complex, dynamic risk landscape. 

The most successful organizations will be those that treat opportunity and risk 

as interdependent forces - embedding agility, foresight and cross-functional 

collaboration into the core of their strategic agenda. This report is intended to 

catalyze those conversations and support leaders in building organizations that 

thrive amid uncertainty and change. 

For more detailed results from our survey based on executive role and industry, 

appendices are available at www.protiviti.com and erm.ncsu.edu. 
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About Protiviti 

Protiviti (www.protiviti.com) is a global consulting firm that delivers deep expertise, objective 

insights, a tailored approach and unparalleled collaboration to help leaders confidently face 

the future. Protiviti and its independent and locally owned member firms provide clients with 

consulting and managed solutions in finance, technology, operations, data, digital, legal, H R, 

risk and internal audit through a network of more than 90 offices in over 25 countries. 

Named to the Fortune 100 Best Companies to Work For® list for the 11th consecutive year, 

Protiviti has served more than 80 percent of Fortune 100 and nearly 80 percent of Fortune 500 

companies. The firm also works with government agencies and smaller, growing companies, 

including those looking to go public. Protiviti is a wholly owned subsidiary of Robert Half Inc. 

(NYSE: RH I). 

About NC State University's ERM Initiative 

The Enterprise Risk Management (ERM) Initiative in the Poole College of Management at 

NC State University provides thought leadership about ERM practices and their integration 

with strategy and corporate governance. Faculty in the ERM Initiative frequently work with 

boards of directors and senior management teams helping them link ERM to strategy and 

governance, host executive workshops and educational training sessions, and issue research 

and thought papers on practical approaches to implementing more effective risk oversight 

techniques (erm.ncsu.edu). 
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Annual Internal Audit Plan 
and Risk & Control 
Discussion

Audit Committee 

Item 7f

March 9, 2026

Presented by: Araceli Muñoz, Senior Audit Manager

Lina Tan, Principal Auditor

Sherman Hung, Principal Auditor
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Internal 
Audit Plan 
and Risk & 

Control 
Discussion

Item 7f

Subject

Purpose

Annual Internal Audit Plan and Risk & Control Discussion

1. Explain how the Office of the General Auditor creates the 
annual risk-based internal audit plan

2. Provide an overview of internal control
3. Share current risk information
4. Obtain the Board’s input regarding the District’s internal 

control environment and current risk profile

Audit Committee and Board approval of the Internal Audit 
Plan for Fiscal Year 2026/27 in June 2026

Next Steps
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Creating the Risk-Based 
Internal Audit Plan
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Creating the 
Risk-Based 

Internal Audit 
Plan

Audit Department Responsibilities
[Admin. Code § 6451 (d)(1)]

Develop and present a flexible annual audit plan to 
the Audit Committee for review and approval. This 
plan should:

• Be developed utilizing a risk-based methodology

• Include risks or internal control concerns identified by:

o Management 

o Board of Directors
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Introduction
Global Internal Audit Standard 9.4
The chief audit executive must create an internal audit 
plan that supports the achievement of the organization’s 
objectives.

Requirements 
• Consider the internal audit mandate

• Specify internal audit services that support 
Metropolitan 

• Consider coverage of high-risk areas 

• Identify resource requirements

• Be dynamic and timely

Creating the 
Risk-Based 

Internal Audit 
Plan
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1. Understand the organization

2. Identify, assess, and prioritize risks

5. Propose, finalize, and present audit plan for Board approval

6. Execute audit plan

3. Estimate resources & identify engagements

4. Prepare the audit plan

Process Overview
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Understand the Organization

• Understand governance, risk management, & 
control processes
▪ Review key documents
▪ Meet with the Board
▪ Hold management meetings
▪ Obtain internal audit staff input

• Identify emerging risks

• Update audit universe

Creating the Risk-
Based Internal 

Audit Plan
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Identify, Assess, and Prioritize Risks

• Understand business objectives, strategies, & risks

• Identify & document risks

• Assess risk assessment method

• Measure risks

• Score & prioritize auditable units

Creating the Risk-
Based Internal 

Audit Plan
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Measure Risks
• Auditable unit

• Risk Ratings
▪ Impact

o Loss exposure – financial, reputational
o Strategic risk – political, legal

▪ Likelihood
o Control environment
o Complexity
o Assurance coverage
o Board/management concern 

▪ Velocity

Creating the Risk-
Based Internal 

Audit Plan
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Score & Prioritize Auditable Units

• Risk factor weights

• Preliminary risk score

• Review 1

• Executive management review

• Review 2

• Final risk score

• Auditable unit ranking 

Creating the Risk-
Based Internal 

Audit Plan
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Additional Planning Considerations

• Board & management requests

• Assurance needs

• Mandated engagements (law or regulation)

• Activities critical to mission, strategy, or high-risk 
areas

• Advisory or ad hoc requests

• Resource availability (time and staffing)

Creating the Risk-
Based Internal 

Audit Plan
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Estimate Resources
• Assess staff’s knowledge, skills, & abilities

• Coordinate coverage with other assurance 
providers

• Calculate available plan hours

Identify Engagements
• Update service portfolio
• Identify planned engagements
• Determine any audit coverage limitations 
• Ascertain additional skills required

Creating the Risk-
Based Internal 

Audit Plan
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Prepare the Audit Plan

• Executive summary

• Department overview

• Risk assessment 
process

• Risk assessment 
summary

• Service portfolio

• Planned engagements

• Risk coverage map

• Resource plan

• Organizational chart

• Standards

Creating the Risk-
Based Internal 

Audit Plan
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Present Audit Plan for Board Approval

• Share with department heads

• Present to the Audit Committee for approval

• Obtain Board approval

• Distribute

Creating the Risk-
Based Internal 

Audit Plan

259



Creating the Risk-
Based Internal 

Audit Plan

Executing the Audit Plan
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Questions?
Creating the 
Risk-Based 

Internal Audit 
Plan
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Internal Control
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Consider the effectiveness of the District’s internal 
control system, including information technology 
security and control

Internal
Control

Executive Committee: Duties & Functions
[Admin. Code § 2416 (b)(4)]
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Internal
Control

What is Internal Control? 

A process, effected by the entity’s Board of 
Directors, management, and other personnel 
designed to provide reasonable assurance regarding 
the achievement of objectives relating to operations, 
reporting, and compliance.

Source: COSO, May 2013
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COSO Internal Control-Integrated Framework

• Leading internal control framework:
▪ Designing

▪ Implementing

▪ Evaluating

• Released in 1992; updated in 2013

• Future initiative:  Adoption by Metropolitan

Internal
Control
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Internal 
Control

COSO Internal Control-Integrated Framework

Objectives

Operations:
• Strategic Plans

• Effective and Efficient

• Safeguarding Assets
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Internal 
Control

Components

COSO Internal Control-Integrated Framework
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Internal
Control

Control Environment 
• The foundation for the District’s internal control 

system 

• Consists of five principles:
1. Board and management demonstrate commitment 

to integrity and ethical values
2. Board oversees the District’s internal control 

system
3. Management establishes structure, responsibility, 

and authority
4. Management demonstrates commitment to 

employee competence

5. Management enforces accountability

Monitoring

Control 
Activities

Risk Assessment

Control Environment
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Internal 
Control

COSO Internal Control-Integrated Framework

Organizational 
Structure
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Questions?
Internal 
Control
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Risk Considerations
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Definition of 
Risk

What is Risk?
• The possibility of an event occurring that will 

impact objectives 

• Positive (opportunity) or negative 

• Risk is generally measured in terms of:
▪ Impact or consequence 

▪ Likelihood or probability

▪ Velocity

Source: IIA

Risk Rating
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Business resilience Governance/corporate reporting
Climate change/environment Health/safety

Communications/reputation Human capital

Cybersecurity Market changes/competition

Digital disruption (e.g., AI) Mergers/acquisition

Financial/liquidity Organizational culture

Fraud Regulatory change

Geopolitical/macroeconomic 
uncertainty

Supply chain (e.g., third party)

Source: IAF Risk in Focus 2026

Risk Areas
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Top 5 Risks

Sources: IAF Risk in Focus 2026 and Protiviti Top Risks 2026

IIA - Risk in Focus 2026 Protiviti  -  Top Risks 2026
Cybersecurity Cyber Threats

Digital Disruption (including AI) Third-Party

Regulatory Change Economic Conditions

Business Resilience New Risks from Implementing AI

Geopolitical uncertainty Regulatory Changes
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• 5th highest risk

• Highest gain in risk rating

• Rapid changes in U.S. policies

• Challenges include: 
▪ Coping with new volatility

▪ Policy change uncertainty

Risk 
Considerations

Source: IAF Risk in Focus 2026

Geopolitical Uncertainty
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Digital Disruption
• 2nd highest risk  

• Top 5 risks by 53% of audit leaders 

• Challenges include:
▪ Increase in cyber attacks

▪ Workforce adoption

▪ Governance restrictions 

Risk 
Considerations

Source: IAF Risk in Focus 2026
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Questions?Risk 
Considerations
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Board Committees & Functional Areas
Appendix
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Board Committees & Functional Areas

Executive Committee

General 
Manager

Board Support 
Services

Legislation & 
Communications

External Affairs

Legal & Claims

General Counsel

Appendix
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Board Committees & Functional Areas

Appendix

Engineering, Operations, & Technology
Power Operations & 

Planning

Infrastructure Reliability

Information Technology 
(General)

Water Conveyance & 
Distribution

Water Operations & 
Planning

Operations Support

Water Treatment

Water Quality

Cybersecurity

Program Management

Planning

Engineering Design
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Board Committees & Functional Areas

Appendix

One Water & Adaptation

Centralized Grants & 
Research

Water Resource 
Implementation

Sustainability, Resilience, 
& Innovation

Environmental Planning

Bay Delta Initiatives

Water Resource Planning 
& Development

Land Management
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Board Committees & Functional Areas

Finance, Affordability, Asset 
Management, & Efficiency

Business Continuity

Administrative Services

Revenue & Budget

Treasury & Debt 
Management

Controller

Risk Management

Appendix
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Board Committees & Functional Areas

Organization, Personnel, & Effectiveness

Human Resources

Security

Training

Employee Relations

Operational Safety & 
Regulation

Appendix
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Board Committees & Functional Areas

Community & Workplace Culture

Diversity, Equity, & Inclusion

(DEI)

Equal Employment Opportunity 

(EEO)

Ethics Office

Appendix
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Audit Committee 

3/9/2026 Committee Meeting 

7g 

Subject 

Study, advise on, or recommend Board member/Board committee audit assignment requests 

Executive Summary 

This item covers Audit Committee discussion on requests for audit assignments from individual board members 
or board committees, and provision of direction and prioritization to the General Auditor for these requests. 

Applicable Policy 

Metropolitan Water District Administrative Code Section 6450(f): Powers and Duties  

Metropolitan Water District Administrative Code Section 6451: Audit Department Charter 

Details & Background 

The General Auditor prepares a risk-based annual audit plan in accordance with Metropolitan Administrative 
Code Section 6451 and professional internal auditing standards. This plan is flexible in nature and subject to 
change as risks evolve during the fiscal year and as the General Auditor deems it necessary to modify the plan. 
Additionally, the General Auditor may receive requests from individual board members or board committees to 
perform audit assignments that are not included in the approved annual audit plan.  

Requests presented to the Audit Committee should include the risk or internal control concern and the objective or 
question to be answered by the audit or review.  

A portion of Metropolitan Administrative Code Section 6450(f) relevant to this item states:  

The General Auditor may receive requests from time to time from the other executive officers or 
committees of the Board to perform audit assignments which are not included in the approved 
annual Audit Business Plan. Similarly, the General Auditor may identify a need to include new 
assignments in the Audit Business Plan during the year. The General Auditor shall have sufficient 
latitude and discretion to include those new assignments in the annual Audit Business Plan as the 
General Auditor deems necessary based upon their professional judgement and available 
resources. Requests from other committees of the Board and individual board members desiring 
specific audit assignments shall be submitted to the Audit Committee for study, advise, and 
recommendation. Once the audit assignment is approved by the Board, the General Auditor 
reserves the right to determine how to best fit the directed audit assignment into the Audit 
Business Plan. 
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