The Metropolitan Water District
of Southern California Age nda

The mission of the Metropolitan Water District of Southern California‘is to provide
its service area with adequate and reliable supplies of high-quality water to meet
present and future needs in an environmentally and economically responsible way.

Audit Committee Audit Subcommittee of the Executive Tuesday, April 23, 2024

J. Armstrong, Chair ; Meeting Schedule

L. Fong-Sakai, Vice Chair Committee -

G. Cordero Meeting with Board of Directors * 09:30 a.m. Audit

D. De Jesus g (’l):gg a.m. I;IA )

J. Garza . :00 p.m. Brea
April 23, 2024 01:30 p.m. Exec
9:30 a.m.

Agendas, live streaming, meeting schedules, and other board materials are
available here: https://mwdh2o.legistar.com/Calendar.aspx. If you have
technical difficulties with the live streaming page, a listen-only phone line is
available at 1-877-853-5257; enter meeting ID: 891 1613 4145. Members of the
public may present their comments to the Board on matters within their
jurisdiction as listed on the agenda via in-person or teleconference. To
participate via teleconference 1-833-548-0276 and enter meeting ID: 815 2066
4276 or click
https://us06web.zoom.us/j/81520664276pwd=a1RTQWh6V3h3ckFhNmdsUWpK
R1c2Zz09

MWD Headquarters Building * 700 N. Alameda Street * Los Angeles, CA 90012
Teleconference Locations:
3024 Fairview Drive ¢ Vista, CA 92084
525 Via La Selva * Redondo Beach, CA 90277
Cedars Sinai Medical Center * 8700 Beverly Blvd * Los Angeles, CA 90048
3008 W. 82nd Place * Inglewood, CA 90305

* The Metropolitan Water District’s meeting of this Committee is noticed as a joint committee
meeting with the Board of Directors for the purpose of compliance with the Brown Act.
Members of the Board who are not assigned to this Committee may participate as members
of the Board, whether or not a quorum of the Board is present. In order to preserve the
function of the committee as advisory to the Board, members of the Board who are not
assigned to this Committee will not vote on matters before this Committee.

1.  Opportunity for members of the public to address the committee on
matters within the committee's jurisdiction(As required by Gov. Code
Section 54954.3(a))

¥ CONSENT CALENDAR ITEMS -- ACTION **

2. CONSENT CALENDAR OTHER ITEMS - ACTION
NONE

* END OF CONSENT CALENDAR ITEMS**

Boardroom



Audit Subcommittee of the Executive Committee April 23, 2024
Page 2

3. SUBCOMMITTEE ITEMS

a. Annual Audit Risk Assessment and Internal Control Discussion 21-3287

Attachments: 04232024 AUDIT 3a Presentation

b. General Auditor's Quarterly Report 21-3288
Attachments: 04232024 AUDIT 3b Report

c. International Internal Audit Awareness Month 21-3289

Attachments: 04232024 AUDIT 3c Presentation

4. FOLLOW-UP ITEMS
NONE

5. FUTURE AGENDA ITEMS
6. ADJOURNMENT

NOTE: This committee reviews items and makes a recommendation for final action to the full Board of Directors.
Final action will be taken by the Board of Directors. Committee agendas may be obtained on Metropolitan's Web site
https://mwdh2o.legistar.com/Calendar.aspx. This committee will not take any final action that is binding on the
Board, even when a quorum of the Board is present.

Writings relating to open session agenda items distributed to Directors less than 72 hours prior to a regular meeting
are available for public inspection at Metropolitan's Headquarters Building and on Metropolitan's Web site
https://Imwdh2o.legistar.com/Calendar.aspx.

Requests for a disability-related modification or accommodation, including auxiliary aids or services, in order to

attend or participate in a meeting should be made to the Board Executive Secretary in advance of the meeting to
ensure availability of the requested service or accommodation.

Boardroom


https://mwdh2o.legistar.com/gateway.aspx?m=l&id=/matter.aspx?key=4387
https://mwdh2o.legistar.com/gateway.aspx?M=F&ID=11e84c19-1d3b-45aa-9cf3-657fd58f2fc8.pdf
https://mwdh2o.legistar.com/gateway.aspx?m=l&id=/matter.aspx?key=4388
https://mwdh2o.legistar.com/gateway.aspx?M=F&ID=6b1de5f7-7f2f-4729-909e-deb308e869b4.pdf
https://mwdh2o.legistar.com/gateway.aspx?m=l&id=/matter.aspx?key=4389
https://mwdh2o.legistar.com/gateway.aspx?M=F&ID=89c16b17-fd82-438b-a628-c149a951c1fb.pdf
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4% Annual Audit Risk
Y9° Assessment & Internal
Control Discussion
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April 23,2024



Item 3a
General
Auditor
FY 2024/25

Business Plan

Subject

Annual Audit Risk Assessment & Internal Control Discussion

Purpose

I. Explain how the Office of the General Auditor creates the
annual risk-based internal audit plan

2. Provide a primer on risk and internal control

3. Facilitate a discussion of potential risks Metropolitan and
its associated business functions face

Next Steps

Audit subcommittee approval and Board approval of the
General Auditor Business Plan for Fiscal Year 2024/25 on
May 28, 2024 and June 11, 2024 respectively
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Creating the
Internal Audit
Plan

Administrative Code

6451(d)(1) Audit Department Charter:
Responsibilities

Develop and present a flexible annual audit plan to
the Executive Gommittee for review and approval.
This plan should be developed utilizing a risk-based
methodology and should include risks or internal
control concerns identified by Management or the
Board of Directors.



Creating the
Internal Audit
Plan

Introduction
Global Internal Audit Standard 9.4

The chief audit executive must create an internal
audit plan that supports the achievement of the
organization’s objectives

Requirements

« (onsider the internal mandate

» Specily internal audit services that support
Metropolitan

Consider coverage of high-risk areas
Identity resource requirements
Be dynamic



Creating the
Internal Audit
Plan

Annual Risk Assessment & Audit Plan

. Understand the organization

2. ldentily, assess, and prioritize risks
3. Coordinate with other providers

4. kstimate resources

5. Propose plan and solicit feedback
6. Finalize and communicate plan




Understand Metropolitan

Creating the - ldentify business objectives, risks, and strategies
Internal Audit » ldentify and review key documents
Plan » (onsult with key stakeholders

o (reate the audit universe




Creating the
Internal Audit
Plan

General Auditor’s Risk Assessment

« Significance of independent risk assessment

« Understanding Metropolitan’s business
objectives, strategies, and risks

« Documenting risks

» Risk assessment approach
« Measuring risks

« Validating risk assessment



Creating the
Internal Audit
Plan

Additional Planning Considerations

« Board and management requests

- Mandated audits (law or regulation)

« Mission-critical audits

 (overage of risks by assurance providers

« Adpvisory or ad hoc requests

« Project benetfits to Metropolitan

 Administrative activities

« Special projects or initiatives to improve internal audit
« Non-audit activities



l.stimate Resources

Creating the « Assess team skills
Internal Audit  (oordinate coverage with other assurance and
Plan consulting providers

» ldentify any additional skills required
» (alculate available plan hours
» ldentify planned audits and advisory projects




Creating the
Internal Audit
Plan

Dratft the Internal Audit Plan

Fxecutive summary
Department overview
Strategic goals

Risk assessment
process

Risk assessment
summary

Service portfolio

Planned audit and
advisory engagements

Risk coverage map
Resource plan
Organization chart
Standards



Creating the
Internal Audit
Plan

Propose the Plan and Solicit Feedback

Share with the Board and senior management
 Results of the risk assessment

« How results drive the audit plan

» Confirm coverage of high-risk areas

« How engagements will add value to Metropolitan

» Disposition of any Board or management requests



Creating the
Internal Audit
Plan

Communicate to Finalize the Audit Plan

» Present the audit plan to the Audit Subcommittee
of the kExecutive Committee and Fxecutive
Committee for approval

» Obtain board approval of audit plan



Creating the
Internal Audit
Plan

(Questions?



& Internal Control



Internal
Control

Administrative Code
2416(b)(4) Executive Committee:
Duties & Functions

Consider the effectiveness of the District’s internal

control system, including information technology
security and control.



Internal
Control

What is Internal Control?

A process, effected by the entity’s Board of Directors,
management, and other personnel designed to provide

reasonable assurance regarding the achievement of
objectives relating to:

 Operations - Effectiveness and efficiency of operations

+ Reporting - Reliability of reporting for internal and
external use

 (Compliance - Compliance with applicable laws and
regulations

SOURCE: COS0, May 2013



Internal
Control

What is COSO Internal Control-Integrated
Framework

« Released by the Committee of Sponsoring
Organizations of the Treadway Commission

(COS0)in 1992 and updated in 2013

« Recognized as a leading framework for designing,
implementing, and conducting internal control
and assessing the effectiveness of internal control

« Future initiative for Metropolitan to adopt COSO



Components of COSO Internal Control-
Integrated Framework

Internal « (Control Environment
Control « Risk Assessment

Control Activities

Information & Communication
Monitoring

lnformatlon & Convllunlc.mon

Monjtoring Actfrltles



Internal
Control

Fxamples

Control Environment - Management establishes
standards of conduct

Risk Assessment - Management identifies, analyzes, and
responds to risks related to achieving defined objectives

Control Activities - Management segregates duties and
responsibilities among different people to reduce risk of
error, misuse, or fraud

Information & Communication - Management
communicates quality information throughout the entity
using established reporting lines.

Monitoring - Management performs ongoing monitoring
of the internal control system including regular
management and supervisory activities, comparisons,
and reconciliations.



Internal
Control

(Questions?



¢ Risk Discussion



Definition of
Risk

What is a Risk?

« 'The possibility of an event occurring that will
impact objectives

- Positive (opportunity) or negative

- Riskis generally measured in terms of:
 Impact or consequence
« Likelihood or probability
 Velocity

SOURCE: ITA



Risk
Considerations

Internal Risks

» Integrity, ethical values, culture

 Role, authority, responsibility

- Managements philosophy and operating style
 Legal/compliance

- Organizational structure

- Governance-related decision-making

. Personnel and resource capabilities (e.g., capital, time,
processes, systems, and technologies)

« Management of third-party business relationships
- Needs and expectations of key internal stakeholders
« Internal policies



Risk
Considerations

kxternal Risks

« Political
Environmental
Social
Technological
« Kconomic

- Legal

« Regulatory




Risk
Considerations

Non-Financial Risks

« Social responsibility

« Reputational

- Data governance

« Intellectual property

« (Compensation

- Employee conduct

« Labor management
 [thical and corporate culture
« Public health

- Diversity, equity, and inclusion
« Human resources

- Environmental (greenhouse gas emissions, waste
management, material sourcing, climate change)



Risk
Considerations

Board Committee & Functional Areas

lkxecutive

General Manager

Management and administration of district activities based
upon board policy/direction, business planning and strategic
priorities, enterprise risk management, control environment

Board Support Services

Administrative support to the Board and the Office of the Chair;
board document management system



Risk
Considerations

Board Committee & Functional Areas

Iingineering, Operations, and Technology

Power Operations & Planning

CRA energy, renewable energy credits, GHG allowances,
wholesale energy, electric reliability

Cybersecurity

Cybersecurity standards and policies, protect against cyber
threats, SOC

Water Conveyance ¢ Distribution
O&M for CRA, SWP, and distribution system (pumping plants,

pipelines, service connections to member agencies,
hydroelectric plants, storage, reservoirs)



Risk
Considerations

Board Committee & Functional Areas

Fingineering, Operations, and Technology (con’t)

Water Operations & Planning

Plans and implements the movement and use of water
resources, SCADA

Information Technology (General)

Governance and IT project management, infrastructure,
applications and support (Oracle, WINS, WorkTech)

Operations Support

Manufacturing Services unit, Construction Services unit, Power
& Equipment Reliability unit, Fleet Management, Facility Asset
Management



Risk
Considerations

Board Committee & Functional Areas

Fingineering, Operations, and Technology (con’t)
Infrastructure Reliability

Construction and procurement contracts, inspection, testing,
surveying, right-of-way and property rights, condition
assessments

Water Treatment

Ireatment processes, drinking water regulation compliance;
chemical handling, O&M for five water treatment plants

Water Quality

Chemical and biological analyses, optimizing treatment
processes, testing new technologies; preserve and improve
source water quality



Risk
Considerations

Board Committee & Functional Areas

Fingineering, Operations, and Technology (con’t)
Planning

Facility, drought, & seismic resiliency planning, dam safety,
hydraulic analysis/modeling, substructure protection, contract
administration, engineering standards, CIP

Program Management

Planning/delivery of capital/O&M projects for treatment plants,
systems, Pure Water, land planning & acquisition

lingineering Design

Technical assessments, designs for facilities, specifications for
construction, technical support (construction, commissioning,
operation)



Risk
Considerations

Board Committee & Functional Areas

One Water & Stewardship

Sustainability, Resilience, and Innovation

Environmental & infrastructure issues, environmental
responsibility, environmental impact; CAMP4W

Land Management
Ilasements, annexations, external leases, land use & protection

Centralized Grants & Research
State grants, federal grants, non-profit grants

lknvironmental Planning

Fnvironmental laws and regulations compliance, CEQA,
obtaining permits/approvals, habitat conservation



Risk
Considerations

Board Committee & Functional Areas

One Water & Stewardship (con’t)
Water Resource Planning and Development

Development of resource programs, projects, and
infrastructure, IRP, LRP, WSDM, UWMP

Water Resource Implementation

Water resource programs, contracts, CRA, SWP, water
transfers, water recycling, groundwater recovery, conservation

Bay Delta Initiatives

Delta Conveyance Project, Delta improvements, scientific
research, protect/restore fish, wildlife, ecosystem



Risk
Considerations

Board Committee & Functional Areas

Legislation ¢z Communications

External Affairs

Legislative services, conservation & community services
including education programs, member services & public
outreach, media and communications, inspection trips

Legal & Claims

General Counsel

Represents Metropolitan in litigation and other proceedings,
provides legal advice, drafts, reviews, and negotiates contracts,
monitors and analyzes pending and enacted legislation




Risk
Considerations

Board Committee & Functional Areas

Finance & Asset Management
Business Continuity

Strategies for critical operations during emergency or other
business disruption, business impact analyses, MetAlert

Administrative Services

Contracting/purchasing, inventory, warehousing,
reprographics, technical writing, records, I.-forms, enterprise
content management, rideshare program

Revenue & Budget

Budget, cost-of-service development, rates and charges
recommendations; cost monitoring, analysis, and planning



Risk
Considerations

Board Committee & Functional Areas

Finance & Asset Management (con’t)
Treasury & Debt Management

Cashflow, banking, receipts, payments, debt obligations,
disclosures, investor and bond rating agency relations; taxes,
charges, p-card, petty cash

Controller

Billing, accounts payable, accounts receivable, payroll, and
financial reporting, trust funds, fixed asset accounting

Risk Management

(Casualty insurance, excess and specialty insurance policies to
supplement self-insured liability and property program,
contract risk



Risk
Considerations

Board Committee & Functional Areas

Iithics, Organization, and Personnel

Human Resources

Development, training, classification and compensation,
recruitment, benetfits, HR systems

Operational Safety & Regulation

Complying with all regulatory and occupational health and
safety regulations and requirements; training, EOC

Security

Protection of Metropolitan’s Board of Directors, executive
management, employees, patrons, infrastructure, equipment,
and physical assets



Risk
Considerations

Board Committee & Functional Areas

Fithics, Organization, and Personnel (con’t)

EEO
Non-Discrimination, EFEOC, and OFCCP regulatory compliance

Fmployee Relations

FEmployee relations, contract negotiations, performance
management

F.thics

Promotes ethical culture & education, administers and advises
on ethics policies; reviews ethics compliance, investigates
violations



Risk
Considerations

Board Committee & Functional Areas

Iiquity, Inclusion, and Affordability

Diversity, Equity, and Inclusion

Champions, educates and influences a diverse and inclusive
work environment, disadvantaged business enterprise (DBE),
workforce development, tribal outreach and engagement



Risk
Considerations

Public Sector Internal Audit Focus

Operational and compliance risks receive the most audit effort:

I.  Operational (20%)

2. Compliance/regulatory (19%)
3. Cybersecurity (11%)

4. Financial (10%)

5. Other IT (8%)

SOURCE: ITA Pulse of Internal Audit 2024



Risk
Considerations

Internal Audit Focus

Other areas of internal audit effort include:

 [kinterprise risk management
« Fraud

« 'Third-party relationships

« [kxternal audit support

« (Cost/expense reduction

« Governance and culture

SOURCE: ITA Pulse of Internal Audit 2024



Risk
Considerations

Audit Project Considerations

Internal audits commonly consider in each project:
« Fraud (92%)

« IT (68%)

« Governance/culture (67%)

« Cybersecurity (54%)

- Cost/expense reduction (55%)

« Third-party relationships (40%)

- Sustainability (24%)

SOURCE: ITA Pulse of Internal Audit 2024



Risk
Considerations

=1

ificial Intelligence

Internal audit involvement with artificial intelligence (Al)
«  45% researching future use of Al

« 18% using Al for audit activities

« 12% auditing how the organization uses Al

SOURCE: ITA Pulse of Internal Audit 2024; based upon internal audit functions of 10 to 24



Risk
Considerations

Highest Risk Areas

In the public sector, technology drives the highest two risks:
- Cybersecurity (77%)
« OtherIT (56%)
« Third-party relationships (50%)
- Compliance/regulatory (37%)
- Enterprise risk management (32%)
Governance/Culture (27%)
- Cost/expense reduction (27%)

SOURCE: ITA Pulse of Internal Audit 2024



Risk
Considerations

Prior Audit Risk Assessment

Areas previously identified as higher audit risk:
 Business Continuity

« (Cybersecurity

« Human Resources

« Power Operations & Planning

«  Water Conveyance & Distribution



Risk
Considerations

Board Briefing

Cybersecurity

Human Capital

Market Changes
Business Continuity
Current Risk Ranking
Future Risk kixpectations

S o b

SOURCE: TIA Foundation Risk on Focus 2024



Risk
Considerations

Board Discussion

Risks
Internal Control

« Associated Projects



Thank You

Presenters

« Scott Suzuki, General Auditor

« Kathryn Andrus, Deputy General Auditor
« Chris Gutierrez, Audit Program Manager
« Andrew Lin, Principal Auditor

 Bonita Leung, Senior Auditor

Faviola Sanchez, Deputy Auditor III






4/23/2024 Subcommittee Meeting 3b
METROPOLITAN WATER DISTRICT OF SOUTHERN CALIFORNIA

OFFICE OF THE GENERAL AUDITOR
DASHBOARD AS OF MARCH 31, 2024

1 AUDIT PLAN STATUS - PROJECTS

H Audits Planned
Audits In Progress

B Audits Completed
Advisory Planned

m Advisory In Progress

Advisory Completed

4 CURRENT ASSURANCE COVERAGE/WORK IN PROGRESS

Controller (accounting)

Water Resource Implementation
Bay Delta

Water Conveyance & Distribution
Administration

Cybersecurity

6 OPEN RECOMMENDATIONS
1 p1
PRIORFY ] NA
NEW ] 2
RESOLVED | 0
CURRENT | 2 |

9 FISCAL BUDGET

$ 3,484,879

10 KEY MESSAGE POINTS

3,163,350 4,546,705

Contracts

IT

Real Property
Compliance

Project Management
Human Resources

OTHER
(65
NA N

.0
65

321,530

External quality assessment presented and recognition plaque received

Senior audit manager recruitment closed with no selection

Charter review with Audit Subcommittee completed

FY 24/25 business plan preparation in progress

Communication tools for advisory and confidential matters under development

Attachment 1, Page 1 of 1

2 AUDIT PLAN STATUS - HOURS

7/01/23 AUDIT PLAN 12,698
ADJUSTMENTS 1,302
ACTUAL HOURS 10,628
ESTIMATE TO COMPLETE 3,473
3 AUDIT PLAN CHANGES
AUDIT PLAN PROJECTS 29
ADDED Q3

CLCA, Software Assets 2
DELETED Q3

None -
5 INTERNAL AUDIT RESOURCES
POSITIONS AUTHORIZED 12
VACANT 1
CONTRACTORS (INTERNAL AUDIT) -
CERTIFIED PUBLIC ACCOUNTANTS 6
CERTIFIED INTERNAL AUDITORS 5

[ __NO__|

7 QUALITY ASSURANCE & IMPROVEMENT
EXTERNAL QUALITY ASSESSMENT
8 IMPAIRMENTS
INDEPENDENCE | NONE |
OBJECTIVITY | NONE |

52
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Audit Subcommittee of the Executive Committee

: Internal Audit
- Awareness Month

Iltem 3¢
April 23,2024



[tem #3c¢
Internal Audit

Awareness
Month

Subject

Internal Audit Awareness Month

Purpose

To recognize the Internal Audit profession and the
contributions Internal Auditors make.



Profession

-

o

The

The Institute of
Internal
Auditors

Internal Audit s ...

An independent, objective assurance, and
advisory activity

Critical to strong governance, risk management,
and effective internal control, and efficient
operations

Assists an organization in accomplishing its
objectives by bringing a systematic, disciplined
approach

Provides assurance to management and the Board
that risks to the organization are understood and
managed appropriately.



Purpose of
Internal

Audit

Assurance

nal Aug;;@

Objectivity

Strengthens the organization’s ability
to create, protect, and sustain value by
providing the board and management
with independent, risk-based, and
objective assurance, advice, insight,

and foresight

SOURCE: ITIA Global Internal Audit Standards



Governing
Standards

[TA Global Internal Audit Standards (Standards)

* Guides the worldwide professional practice of internal
auditing.

 Serve as a basis for evaluating and elevating the quality
of the internal audit function.

- The lthics and Professionalism Domain states the
principles and outlines the behavioral expectations for
professional internal auditors and entities that perform
internal audit services.

- Allinternal auditors are required to conform to the
Standards, including the principles and standards of
ethics and professionalism.



Internal Audit
Responsibilities

What We Do

Offer insight & advice

Iovaluate risks

Assess controls

Promote ethics

Review processes and procedures
Monitor compliance

Assure safeguards

Investigate fraud

Recommend improvements
Communicate results



Office of the General Auditor




Internal Audit Awareness Month

Thank You
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