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Subject
Authorize an agreement with Carahsoft Technology Corp. in an 
amount not to exceed $920,000

Purpose
Network Visibility and Situational Awareness Upgrades to 
enhance the Metropolitan’s network monitoring capabilities 
through the implementation of advanced technologies, 
specifically in this case, Traffic Access Points  

Recommendation and Fiscal Impact
Authorize an agreement with Carahsoft Technology Corp. 
Fiscal Impact of $899,407

Budgeted 



Summary
• Metropolitan has implemented a highly segmented network that 

creates protections for the water management systems, 
but creates blind spots where threat actors could be hiding 
malicious activity.

• The Network Visibility and Situational Awareness Upgrade 
project will enhance the organization’s network monitoring 
capabilities through the implementation of advanced 
technologies such as Traffic Access Points (TAP)

• TAPs are deployed strategically within the network infrastructure 
to capture and analyze network traffic​

• By implementing the TAPs, the project aims to improve network 
visibility, enhance situational awareness, and strengthen the 
organization’s ability to detect and respond to cyber threats 
effectively.

Network 
Visibility 

Project

Background



Network 
Visibility 

Project

Vendor Selection

• Metropolitan utilized the Carahsoft NASPO 
contract to obtain discounts for Network 
equipment hardware and implementation services 
through a quote from Carahsoft through its 
preferred partner, Arista, authorized to Carahsoft 
by NASPO Master Contract Number AR2472, valid 
until 9/15/2026

• Metropolitan’s proposed contract with Carahsoft 
will contain Metropolitan-required standard terms, 
a California Participation Addendum with 
amendments, and terms that otherwise largely 
mirror those of the Utah contract. Furthermore, the 
contract between Utah and Carahsoft was 
competitively awarded through a request for 
proposal process (Solicitation CH16012). The 
General Counsel’s office, therefore, concludes that 
the requirements of section 8140(1)(l) are met.
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Allocation of Funds

Network Visibility Project

Metropolitan Labor $   305,000

Professional/Technical Services

Carahsoft Technology Corp. Contract $   920,000

Remaining Budget $   111,720

Total $ 1,336,720



Project Scope

• The scope of this agreement covers the purchase 
of Arista Network Traffic Analysis Points

• Network TAPs will be installed in the Out of 
Region Data Center and the In Region Wide Area 
Network Data Center

• Network TAPs will be configured to 
monitor network traffic



Project Schedule
FY 2025 -2026

Q2 Q3 Q4

Kickoff & Prep

Out of Region 
Data Center

In Region Wide 
Area Network 
Data Center

Completion

OCT

*Schedule assumes availability of equipment for delivery at time of 
purchase



Board Options

• Option #1
Authorize an agreement with Carahsoft Technology 
Corp. in an amount not to exceed $920,000 for the 
Network Visibility and Situational Awareness Upgrades 
to enhance the Metropolitan’s network monitoring 
capabilities through the implementation of 
advanced technologies.

• Option #2
Do not implement the Network Visibility and Situational 
Awareness project.



Staff Recommendation

• Option #1
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