
Date of Report: November 18, 2025 

Office of Safety, Security, and Protection 

 OSSP Monthly Activities for September and October 2025

Summary 

This monthly report provides a summary of OSSP activities for September and October 2025 in the following key 
areas:  

 Safety, Regulatory, and Training (SRT)

o Health and Safety Programs

o Environmental Programs

o Apprenticeship Programs

o Safety and Technical Training Programs

 Security and Emergency Management

o Security Management

o Emergency Management

Purpose 

Informational  

Attachments 

Attachment 1:  Detailed Report – OSSP Monthly Activities for September and October 2025 
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Office of Safety, Security & Protection 

Monthly Activities Report for September and October 2025 

Improve the Workplace and Promote START Values 
Strengthen Safety Training 

Safety, Regulatory, and Training 

SRT Health and Safety Programs 
In collaboration with the National Safety Council, staff delivered Safety Culture Leadership pilot trainings. The 
training introduced the audience to safety culture concepts and provided a platform to identify opportunities for 
improvement within Metropolitan’s safety culture journey. This training will be provided to all managers starting 
this October. 

Staff facilitated the Safety Committee Forum to collaborate, share ideas, and ensure consistency among safety 
committees. The Executive Safety Committee met thereafter to review the elevated significant incidents, 
leading/lagging indicators, regulatory actions, and other initiatives to develop safety targets and goals. 

A new Safety Talk on Clearance and Valving and a revised Safety Talk on When to Call 911 or Go to the Nearest 
Hospital Emergency Room was issued and included instructions on completing an EForm that is signed off by a 
manager for non-life-threatening injuries. The team distributed three new Safety Advisories for: (1) procedures for 
coupling and de-coupling trailers, (2) proper barricading when leaving confined spaces unattended, and (3) how to 
work safely when working near or testing alarms. 

New Safety Advisories 
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SRT Environmental Programs 
Staff supported the Chlorine Unloading Facility (CUF) Emergency Responder tour for CalFire and Riverside County 
Department of Environmental Health (RCDEH) first responders. The site safety and response plan was reviewed, 
and a tour of the facility was provided. The tour was in preparation for a training exercise with CalFire Hazardous 
Material Technician students which is planned for October 23, 2025.  

Members of CalFire and RCDEH touring the CUF facility 

Staff participated in the Joint Utility Vendor Audit Consortium (JUVAC) meeting hosted by the Sacramento 
Municipal Utility District, where various hazardous waste issues and Treatment, Storage and Disposal Facility (TSDF) 
audits were discussed. JUVAC is a consortium of utilities that conducts vendor environmental audits of TSDFs and 
shares audit results with its members. 

JUVAC Meeting Attendees 
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The first round of “Spare a Minute for Air” training posters were distributed to the in-town C&D Coatings Teams. 
The posters highlight important air quality regulatory requirements that staff should know during their day-to-day 
activities. All field operations teams will be receiving customized posters to match their activities that can be placed 
in workshops or meeting areas.  

 

Spare a Minute for Air Training Poster 

SRT Apprenticeship Programs 
The SRT Apprenticeship Programs recently welcomed five new electrical and ten new mechanical pre-apprentices. 
The latest hires completed orientation and initial safety training during their first week before joining their assigned 
teams. Each pre-apprentice will complete a six-month probationary period before officially registering with 
California’s Division of Apprenticeship Standards. 

 

New Apprentices 
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SRT Safety and Technical Training Programs 
The Training Staff has partnered with the Treatment team to produce a new instructional video for upcoming 
SOOM training sessions. This video is designed to clearly explain a key practical exercise in which staff will develop a 
valving program for a specific filter within the treatment plant. 

The video includes detailed guidance to support a deeper understanding of the scenario and to enhance the 
hands-on learning experience. This initiative reflects our ongoing commitment to using mixed media to improve 
training effectiveness and reinforce safety.  

Filter isolation video for SOOM training sessions 
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Improve the Workplace and Promote START Values 

Expand security capabilities 

Security Management 

Tabletop Exercise Highlights Information Sharing and Collaboration 
On September 11, Metropolitan Security hosted a Tabletop Exercise (TTX) in collaboration with WaterISAC, the 
national information sharing and analysis center for the water sector. The exercise brought together internal teams 
and external partners to test our communication, coordination, and response capabilities during a simulated cyber 
and physical security incident affecting critical infrastructure. 

The date of the exercise carried special meaning. Conducted on September 11, the event underscored the enduring 
importance of vigilance, preparedness, and information sharing among lifeline sectors. It served as a timely 
reminder that transparent, rapid, and secure communication between utilities and public safety partners is one of 
the most effective defenses against emerging threats. 

Through this TTX, Metropolitan reaffirmed its commitment to collaboration across agencies and the continuous 
improvement of its emergency management and security posture. The lessons learned will help refine our incident 
response procedures, strengthen situational awareness, and enhance coordination across the water sector. 

Security and WaterISAC Tabletop Exercise 
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Counter Unmanned Aircraft System Detection System Evaluation 
Metropolitan Security staff completed an evaluation of a Counter-Unmanned Aircraft System (counter-UAS) 
detection platform at the Skinner Water Treatment Plant in July and received a complete debriefing presentation 
on the data findings this month.  

The system, in operation for 16 continuous days, used radio frequency (RF) detection capabilities which 
documented 235 aerial drone flights that occurred within a few miles of the Skinner facility, including two 
unauthorized flights directly into, and hovering overhead, critical areas of the Skinner plant. Data also revealed one 
drone flying at speeds in excess of 70 mph and another drone flying at an altitude of over 1600 feet above ground 
level, well above the federal limitation of 400 feet.  

The detection system was set up on the Skinner Administrative Building roof and was provided at no cost for 
demonstration purposes only. This evaluation is part of ongoing security strategic initiatives to explore new 
detection technologies aimed at better protecting Metropolitan’s critical assets and operations from emerging 
aerial threats that continue to grow in frequency and lethality. This effort is also a key component of the Counter-
Drone Action Plan initiated by the Security Management Unit in collaboration with various stakeholders across 
Metropolitan. 

While there are many different technologies and methodologies to detect drones, very few have the range and 
mitigation abilities that RF provides. In addition, the system detects unique identifying drone forensic signature 
data, the operator’s location, launch points, and other critical data needed for law enforcement follow-up. 
Metropolitan Security continues to applicability of incorporating these defensive technologies into future 
infrastructure protection capital projects. 

Metropolitan security staff completes counter-UAS defensive system evaluation 
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AWIA Emergency Response Plan Submission 
Metropolitan has successfully completed and submitted the Emergency Response Plan (ERP) portion required 
under the America’s Water Infrastructure Act (AWIA) of 2018, marking the full completion of the agency’s 
compliance obligations under this important federal law. The AWIA requires water utilities serving more than  
3,300 people to develop or update risk and resilience assessments and corresponding ERPs, ensuring critical 
infrastructure is prepared for all hazards—from natural disasters to cyber and physical security threats. 

The ERP submission represents the culmination of extensive cross-departmental collaboration, documentation, and 
validation of Metropolitan’s preparedness and response capabilities. This achievement underscores our ongoing 
commitment to strengthening system resilience, protecting vital water infrastructure, and safeguarding the delivery 
of clean, reliable water to more than 19 million residents across Southern California. With the submission 
complete, Metropolitan remains in full compliance with AWIA’s federal mandates and well-positioned for future 
updates and program enhancements as the threat landscape continues to evolve. 

Emergency Management 

EOC/ICS Training for Metropolitan EOC and Member Agency Staff 
On September 5, Metropolitan staff conducted an official course from the California Specialized Training Institute, 
the training arm for the California Office of Emergency Services, for staff from the Metropolitan Emergency 
Operations Center (EOC) and representatives from Foothill Municipal Water District and West Basin Municipal 
Water District. The eight-hour course was held at Metropolitan’s EOC in Eagle Rock and focused on the interaction 
between field responders and their local EOCs. 

Staff Presented at H2OEx Conference at Metropolitan Water District Headquarters 
Emergency Management staff spoke at the H2OEx Conference on September 11 at Metropolitan’s Headquarters. 
Staff presented information on Metropolitan’s EOC activation for the Eaton and Palisades Fires in January 2025, 
including coordination with local, state and federal agencies. The conference and tabletop exercise were presented 
by the Water Information Sharing and Analysis Center for an audience of water and wastewater professionals and 
provided a forum for continued security and emergency preparedness. 

Metropolitan Incident Commanders Participate in Incident Management Training 
Managers who could expect to step into the role of Incident Commander during a local emergency participated in 
special training to review the process of identifying an emergency, establishing a command post, and managing an 
emergency response. This eight-hour training was based on the principles of the Incident Command System, which 
is the standard used by emergency responders both nationwide and internationally. Follow-up exercises will be 
scheduled with these Incident Commanders before the end of the year to reinforce the strategies covered in the 
course. 
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CUF Outreach with County First Responders 
On September 25, staff participated in an outreach event with members of the Riverside County Environment 
Health and Hazardous Materials response teams.  

The event, held at CUF and coordinated by the Safety, Regulatory and Training (SRT) Section, included an overview 
of Metropolitan’s Emergency Management procedures by Emergency Management staff. Topics covered included 
EOC activations and coordination with Riverside County emergency management officials. SRT and CUF staff 
provided a tour of the CUF facility and answered questions along the way. 

Riverside County Environment Health and Hazardous Materials response teams 

Metropolitan Participates in the Great California ShakeOut 

On October 16, at 10:16 AM, Metropolitan participated in the Great California ShakeOut. This is the largest 
earthquake drill in the world, and it helps agencies and communities prepare for a major earthquake.  

Metropolitan Duty Officers (24/7 emergency point of contact) practiced using Metropolitan’s new emergency 
notification system to send alerts to all Metropolitan employees, reminding them to Duck, Cover, and Hold On 
during an earthquake. To reinforce earlier ICS training sessions, local Metropolitan Incident Commanders sent 
Incident Briefing Forms (ICS 201s) to the Metropolitan EOC, just as they would during a real earthquake. Other 
emergency communications systems, such as Starlink and emergency two-way radios, were also tested during the 
exercise. 
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